-|European -
W Security
& Defence ...

International Security and Defence Journal

.8

August 2024 » m.euro

Politics - Armed Forces - Procurement - Tecﬁnology



international
conference on
maritime security
and defence

M s & D smm-hamburg.com

the leading international

maritime trade fair SMM

let’s drive
acdaptability =
harmburg

“Challenges of transition in
the naval and maritime domain”

get
" your ticket now T
smm-hamburg.com/ticket "= ==

SMM, the leading international maritime trade fair,

is inviting you to join forces with industry leading
experts and high-ranking representatives from navies
and governing bodies at MS&D, the international
conference on maritime security and defence.

Topics include the industry’s technical responses
to invasion threats, as well as the handling of critical l M, = _—
underwater infrastructures, dual-use technology — iy - Srerlnt

and the latest trends in naval shipbuilding. The W .
moderated panels will all conclude with a Q&A

session. Participation is free of charge —all'you L . T
e —need is your SMM exhibition ticket. i =
-'__._:‘_-:-__.-_ _—. - .-._‘:_ 3 E — : f —ltt -
— — i, 5
‘ _:--—._{.._' i W I = 1 | e
P et T ¥ e . Sl
i e o — ﬁ-_.m""_ g
e ez | A
: -’""_FH_F.-' - = s " 2
= - ™, .
= - 2
4 ourg.co ...-nf" \ .
d 0 omp _——
@ —
; = o .
- .- f book.co = —

You
Tube 0 0e.Cco

MITTLER
REPORT




Contents Masthead

European Security & Defence
Issue 8/2023, August 2024
ISSN 1617-7983 - www.euro-sd.com

| ES&D SPECIAL: BAAINBw

Published by

MITTLER Mittler Report Verlag GmbH

2 The Federal Office of Bundeswehr Equipment, REFORT  Acompany ofthe TAMM Media Group

Information Technology and In-Service Support

Office Address:

4 The management staff (LS) Mittler Report Verlag GmbH
Beethovenallee 21, 53173 Bonn, Germany

6 The Digitalisation Staff (Digit) Phone.: +49 228 35 00 870, Fax: +49 228 35 00 871
info@mittler-report.de, www.mittler-report.de

8  The Occupational Psychology Staff (BetrPsych) Managing Director: Peter Tamm

10 Legal Affairs Staff (J) Editorial T
1torial leam

12 Combat Department (K) Publisher and Editor-at-Large: Stephen Bamard (sb)
Editor-in-Chief: Mark Cazalet (mc)

News Editor: Peter Felstead (pf)

Editorial Staff:

Burghard Lindhorst (bl, Editorial Coordinator),
26  Sea Department (S Wolfgang Gelpke (wge), Gerhard Heiming (gwh, News, Land Forces),
P ) Ole Henckel (oh), Rolf Hilmes (rh, ArmyTechnology),
Hans Uwe Mergener (hum, Naval Forces)

Copy Editor: Christian Kanig (ck)

18  The Land Support Department (U)

22 Air Department (L)

32 Information Technology Department (I)

35 IT Support Department (G) Regional Correspondents
Belgium/EU/NATO: Joris Verbeurgt (jv),
39  Department of Complex Services/Procurement (E) Brazil: Roberto Guimaraes de Carvalho (rgo),

Denmark: J. Bo Leimand (jbl), France: David Saw (ds),
Georgia: Beka Kiria (bk),

0 Department of Technical, Economic, India: J C Menon (jcm) Israel: Tamir Eshel (te), Italy: Luca Peruzzi (Ip),

and Logistical Cross-sectional Tasks (T) Japan: Shinichi Kiyotani (sky), The Netherlands: Jaime Karremann (jk),
Poland: Grzegorz Sobczak (gs), Portugal: Anténio Bras Monteiro (abm),
46  Department of Central Affairs (ZA) Spain: Esteban Villarejo (ev), Taiwan, North & East Asia: JD Kitsch (jdk),
Turkey: Korhan Ozkilinc (kO), UK: Christopher Foss (cf), Tim Guest (tg),
49 " The offices within the BAAINBw's area of responsibility Ukraine: Alex Horobets (ah) USA: Sidney Dean (sd), Chet Nagle (cn)
. . Layout:
58 German Liaison Offlce fOr the Armaments AnKo MedienDesign GmbH’ Germany
Sector USA/Canada Production:

Lehmann Offsetdruck und Verlag GmbH, 22848 Norderstedt, Germany

Advertising, Marketing and Business Development
Achim Abele

Index of Advertisers Phone: +49 228 25900 347
. a.abele@nmittler-report.de
ATLAS Elektronik 4" Cover
Stephen Barnard
Diehl Defence 3 Phone: +49 228 35 00 886, Mobile: +44 7984 033154
s.barnard@mittler-report.de
22 = Stephen Elliott
GDELS 13 Phope: +49_ 228 3500 872, Mobile: +49 1590 173 0346
s.elliott@mittler-report.de
Hensoldt 23
International Dismouted Soldier a1 Exhibition Management and Advertising Administration:
Renate Herrmanns
KNDS (ATM) 35 Advertising Accounting: Florian Bahr
Kohler-Mittler 11, 45, 60 Subscription/Reader Service:
Mittler Report Verlag GmbH
Land Warfare Europe 37 Beethovenallee 21, 53173 Bonn, Germany
LCM 19 Phor.1e: +49 02.28 3500888
Email: abo@mittler-report.de
Mercedes-Benz Special Trucks 15
European Security & Defence, ©2024 Mittler Report Verlag GmbH
1\ LITEF
ortrop Grumman > Allrights reserved. No articles may be reproduced without written permission from
MSPO 29 Mittler Report Verlag GmbH. All images not explicitly owned by the magazine
remain the property of their respective copyright holders, as attributed in the
RecoMonkey 47 relevant image credit.

Rohde & Schwarz 27 Cover Photo: ESD archives

secunet 7 Annual subscription rate: €119.00 incl. postage

SMM 2" Cover Reduced annual subscription rate for distribution in Germany:
€99.80 incl. postage

WB Group 59




Bl ES&D SPECIAL: BAAINBw

The Federal Office of Bundeswehr
Equipment, Information Technology
and In-Service Support

The Federal Office of Bundeswehr Equipment, Information Technology and In-Service Support -

abbreviated as BAAINBw - is a federal authority within the remit of the Ministry of Defence.

The office is headquartered in Koblenz.

he BAAINBw celebrated its tenth anni-

versary in 2022. On 1 October 2012, the

BAAINBw was established. It emerged
from the former Federal Office of Defence
Technology and Procurement (BWB) and the
former Federal Office of the Bundeswehr for
Information Management and Information
Technology (IT-AmtBw). The impetus for
founding the new office lay in the reorienta-
tion of the Bundeswehr that began in 2011.
On 1 January 2013, the responsibility for the
operational readiness of materials was taken
over from the military organisational areas.
This encompasses all measures to maintain
and restore operational readiness during the
utilisation phase. To incorporate aspects and
experiences from deployment and use even
more efficiently into the development and
procurement of military equipment, the new
structures were to be implemented with a
mixed civilian-military composition. Therefore,
alongside civilian employees with expertise in
armaments, experienced soldiers also serve in
the BAAINBw. This collaboration promotes a
shared understanding among Bundeswehr
members for daily work and the common mis-
sion. In this context, different approaches, ex-
periences, and views needed to be recognised
and respected. This previously unusual situ-
ation has been mastered very well together
with a culture of positive appreciation estab-
lished in the BAAINBw and its offices. Col-
leagues work side by side, closely united in the
common goal of equipping the Bundeswehr
with the best possible materiel.
The BAAINBw is responsible for meeting the
material requirements of the armed forces
and for managing the use of equipment to
maintain the operational readiness of mate-
riel introduced in the Bundeswehr.
To fulfil its mission, the office has excellent
specialist expertise, organised into ten de-
partments. Additionally, task completion is
supported by staff units closely aligned with
management. If necessary, additional tem-
porary working groups can be established to
complete special tasks.

Credit: BAAINBw
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With a ceremonial event, the then Federal Minister of Defence,

Dr Thomas de Maiziére, inaugurated the Federal Office of Bundeswehr
Equipment, Information Technology and In-Service Support,

or BAAINBw, in Koblenz on 2 October 2012.

The subordinate area of the BAAINBw con-
sists of six Defence Technology and two
Defence Science offices, the Naval Arsenal,
and the German Liaison Office for Defence
Materiel USA/Canada.

Partner of the Armed Forces

The BAAINBw and its subordinate offices
stand together with the armed forces as reli-
able partners. The core task of the BAAINBw
is to ensure that the Bundeswehr is equipped
with modern technology, effective and safe
equipment, and armaments-related services
under economic conditions, all in line with
needs and requirements. This also includes
the field of information technology. The focus
is on the development, testing, procurement,
and utilisation management of defence ma-
teriel. In light of the Russian war of aggres-
sion against Ukraine and the resultant turn-
ing point, a fundamental paradigm shift has
been implemented to increase the operational
readiness of the armed forces as quickly as
possible, which now prioritises the factor of
“time" in procurement. Market availability is

the basic solution to be foreseen. Capability-
related modifications to market-available
solutions are only permissible if they are clas-
sified as "indispensable”. Special further de-
velopments or new developments of defence
materiel are suspended until the basic capabil-
ity for potentially necessary national and Alli-
ance defence is ensured. The product range
the BAAINBw deals with extends from highly
complex weapons and information technol-
ogy systems, tanks, aircraft, ships to the equip-
ment and clothing of soldiers.

Responsibility for the
Entire Life Cycle

The possibilities for meeting requirements
in the armaments sector are based on three
main pillars within the framework of equip-
ment and utilisation management: provi-
sion of material solutions and services ac-
cording to Customer Product Management
(CPM), covering operational needs of the
Bundeswehr via the Bundeswehr Purchasing
(EinkaufBw), as well as procurement and utili-
sation of complex services.
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These three procurement variants differ in
their suitability for different procurement ob-
jects, but also in the procedural sequences
and requirements.

The CPM procurement procedure consid-
ers and supports products and services ho-
listically throughout their entire life cycle.
This integrated approach to the complete
equipment and utilisation process requires,
in addition to carrying out all procurement
tasks, the assumption of so-called mate-
rial responsibility for operational readiness.

Thus, the comprehensive tasks from the
analysis phase through the entire utilisation
management of the material of all military
organisational areas up to its decommis-
sioning are brought together in one au-
thority.

The EinkaufBw procures both commer-
cially available, market-ready, as well as
Bundeswehr-specific goods, services, and
rights, especially spare and replacement parts
to maintain service operations and preserve
operational readiness. The focus here is on

CDMBAT -
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a variety of individual products, which are
grouped into purchasing segments (based on
product groups).

The focus of complex services (KDL) is on
the procurement of a comprehensive solu-
tion. This involves the provision of products
and associated services by or with a private
partner. Complex services generally require
longer-term contractual relationships. Par-
ticular consideration is given to public-private
partnerships in this field. In addition, in-house
companies are considered. [ |
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The management staff (LS)

The BAAINBw management staff, established in November 2023, which mainly emerged from elements

of the former operational management staff, primarily supports strategic tasks and assists the office's

management in its guidance function. The new management staff is led by an executive official and

structured into four task-related sections.

Department LS1

Department LS1 is responsible for ensur-
ing the concentrated functions of the
management office, central order man-
agement including coordination, as well
as the coordination of matters concern-
ing the German Bundestag and the Fed-
eral Government.

In its function as a management office,
it implements the direct orders of the
President and the two Vice Presidents
and ensures the primary secretariat
functions.

Through central order management, the
professional and timely processing of all
orders directed to the BAAINBw is moni-
tored. This ensures the desired adminis-
trative relief for the management.
Parliamentary information needs, such
as minor requests, major requests, peti-
tions, colour crossed processes, as well as
correspondence with the Parliamentary
Commissioner for the Armed Forces of
the German Bundestag, require special
attention. The inquiries of the Federal
Government are also included among
these demanding tasks. Similarly, the

BAAINBwW
LS 1

BAAINBw
LS 2

management’s participation in meetings
of the Budget or Defence Committee of
the German Bundestag is to be prepared
in terms of content and organisation. De-
partment LS1's processing incorporates
the technological competence of the
BAAINBw and its business sector.
Another field of activity is the preparation
of visits by parliamentarians and elected
officials from federal, state, and local
governments as well as foreign guests.
The new Department LS1 therefore con-
tributes significantly to the direct assis-
tance and advice of the BAAINBw man-
agement.

Group LS2

Group LS2 consists of the departments
LS2.1 Controlling, Portfolio Management
and LS2.2 Further Strategic Develop-
ment, Situation Reports, and Manage-
ment Cockpit. It supports the manage-
ment of the BAAINBw in steering com-
plex measures and projects as well as in
the goal-oriented strategic management
of the BAAINBw and its subordinate of-
fices.

BAAINBw
Management
Staff (LS)

Credit: BAAINBW

BAAINBw

LS2.1
As the central office for controlling,
LS2.1's focus is on managing the portfo-
lio of projects and services based on risk
management. The tasks are performed
in a domain-related manner for the land,
air/space, sea, and cyber domains and in-
clude in particular:

¢ Monitoring and evaluation of projects
and measures for the BAAINBw man-
agement and development of recom-
mendations for action;

e Overarching risk management and
controlling, as well as consideration
of systemic risk causes;

e BAAINBw-internal coordination of
preparatory circles for the Manage-
ment Board Armaments and order
follow-up;

¢ In an advisory function, LS2.1 also en-
sures the uniform application of con-
trolling and risk management meth-
ods in the departments and offices.

The group also coordinates cooperation

with the planning organisation of the de-

fence sector, primarily the Bundeswehr

Planning Office, prepares analyses as

decision-making aids, and performs the

Staff office

Management Office,
Order Control,
Parlkab

BAAINBw LS 2.1 |

Controlling, Portfolio
Management, Further
Development

BAAINBw LS 2.1 I

Controlling, Further
Portfolio Development,
Management Logistics Support
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function of the central element for port-
folio management at the project/prod-
uct/service level in the BAAINBw.
According to the central performance
process "Conduct Integrated Planning”
(IPD), the Planning Office is in charge
of the Bundeswehr’s capability situation
and derives capability gaps from it. If
these gaps are to be filled by material
solutions or armaments-related services,
LS2.1 initiates the processing of initia-
tives with the technical and economic
assessment competence of the organ-
isation and coordinates the activities of
the representatives of the BAAINBw in
the analysis phase part 1 of the CPM
procedure.

Thus, LS2.1 supports the Bundeswehr
Planning Office at the beginning of the
equipment process in determining essen-
tial key data of a project and including
these in the decision-making process as
a fundamental contribution to the port-
folio management of the Bundeswehr.
In the context of portfolio management,
LS2.1 has a continuous overview of the
status of current and already announced
projects, products, and services as well as
their interfaces and dependencies within
the framework of sub-portfolios.

LS2.2
Department LS2.2 is responsible for fur-
ther strategic development in the AIN or-
ganisational area. The task of the depart-
ment is to initiate and attend to prominent
measures for further development based
on further development goals agreed with
the BAAINBw management. This also in-
cludes the central management of the
technical supervisions of the subordinate
offices.

The following objectives are at the fore-

front:

e Faster and simpler provision of the re-
quired equipment for the Bundeswehr
by optimising existing procedures and
structures;

e Focuson project management as a core
task/competence of the BAAINBw;

e Alignment with new requirements, in-
cluding from the further development
of the armed forces, the control pro-
cesses, or from developments at the
European level.

In addition, the department centrally pro-

vides situation reports and management

overviews (Management Cockpit) for the

BAAINBw management and controlling

based on structured data syntheses and

derives the need for action from this.
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Press and Information
Centre AIN

The Press and Information Centre AIN (PIZ
AIN)is responsible for the communication of
the Equipment, Information Technology and
In-Service Support (AIN) area both internally
and externally within the Bundeswehr's in-
formation work. The head of the Press and
Information Centre is also the spokesper-
son for the President of the BAAINBw. The
PIZ AIN is the first point of contact for the
BAAINBw for inquiries from media repre-
sentatives and citizens alike concerning the
scope of tasks of the AIN organisational ar-
ea. As part of the press work, media are ac-
tively informed about noteworthy and new
information, the daily press is evaluated, and
contributions for various trade journals are
prepared in cooperation with the various in-
house departments. In the area of public
relations, the Press and Information Centre
is responsible for BAAINBw's participation
in external events and the creation of mul-
timedia-prepared information. The online
editorial team of the PIZ AIN is responsible
for the maintenance of the BAAINBw web-
sites on the intranet and internet as well as
for the AIN’s conceptual contribution in its
online work. [ |

When it comes down to it, what you need is reliability. We are an expert in developing
and producing navigation and stabilisation solutions in Germany for challenging
missions for our customers. Through the constant further development of our key
technologies, we are creating the basis today for reliable products tomorrow - for
the ground forces, air force and navy.
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The Digitisation Staff (Digit)

The topic of digitisation was and is associated with major challenges. Fundamental questions had to be
addressed and answered, such as: ‘What do we want? What should the digitisation of BAAINBw look like?
How should it proceed and who is responsible for it? What could a further digital development of

BAAINBw look like?’

gainst this background and due

to the central importance of digi-

tisation for the Bundeswehr, the
Digitisation Staff was established in No-
vember 2020.

Objectives

Fundamental to the acceptance of the
staff and its work was that the Digitisa-
tion Staff initially forms a homogeneous
unit. Without this unity, it is not possible
to meet the challenges of digital trans-
formation in the Equipment, Informa-
tion Technology and In-Service Support
organisational area (OrgBer AIN). The
Digitisation Staff acts as the central point
of contact for digitisation projects and
questions for every employee in the or-
ganisational area.

The establishment of the staff further
pursues the goal of also doing justice to
the importance of digital transformation
in the OrgBer AIN. This is an inward and
outward sign that the topic of digitisation
is given a prominent role. For this reason,
the Digitisation Staff was established as
an organisational element directly below
the President of BAAINBw with direct re-
porting rights.

By bringing together and centralising the
various areas of responsibility (e.g. Data
Governance Office (DGO), Information
Security Officer (ISB), Implementation
and User Organisation, ENO), an acceler-
ation and standardisation of digitisation
in the organisational area is achieved.

At the same time, the continuous align-
ment with the digitisation requirements of
the Ministry and the digitisation projects of
other organisational areas takes place at a
central point in the organisational area. This
is intended to create a homogeneous and
consistent digitisation landscape.

Organisational structure

The Digitisation Staff currently consists
of the Head of the Digitisation Staff, a
secretariat directly subordinate to him,
and three groups (D1 to D3) with their
respective departments.

1
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Group D1 is responsible for the project-
related technical supervision of the IT sys-
tem architecture and IT service design in
the organisational area, as well as for the
procedural, organisational and content-
related design of the cross-project and
cross-programme components of the
implementation of clusters in the Cyber/
IT sub-portfolio.

Group D2 consists of three departments
assigned to the areas of Information Se-
curity (D2.1), Data Governance Office
(D2.2 DGO) and IT Coordination and
Verification (D2.3). The head of Group D2
also assumes the role of Chief Informa-
tion Security Officer (CISO Armaments)
and deputy head of the virtual Data Gov-
ernance Office of the Bundeswehr.
Group D3 pools all implementation and
utilisation activities in the area of digi-
tisation of administrative business pro-
cesses in the entire AIN organisational
area. The pooling includes, on the one
hand, the introduction and use of Stan-
dard Application Software Product Fami-
lies (SASPF), and on the other hand, the
introduction and use of IT projects in the
area of electronic administrative work as
well as related processes and IT services
in the organisational area. This division
is reflected in two departments, D3.1 as
SASPF Implementation and User Organ-
isation (ENO) AIN and D3.2 as ENO Elec-
tronic Administrative Work (eVA).

Project developments

The positive project developments since
the establishment of the digitisation
team are presented below. This will be
illustrated using selected projects/pro-
grammes in the various areas.

Digitisation platform

The digitisation platform is an indispens-
able element of the IT cluster logic of the
departmental Chief Information Officer
(ClO). Essentially, based on overarching
IT architectures (system architectures
and shares in the enterprise architec-
ture of the business area) and intelligent,
forward-thinking IT service design, the

foundations for standardised and reus-
able IT services are created here. Group
D1 thus represents a supporting pillar in
BAAINBw of the effective network con-
sisting of specialist departments in the
Federal Ministry of Defence, the com-
petence centres as well as the portfolio
management in the Bundeswehr Digiti-
sation Centre and BWI as a growing IT
system house.

The pooling of the competencies of the
IT architects and IT service designers in
Group D1 under the leadership of the
Digitisation Officer has already achieved
a noticeable improvement in communica-
tion with the other areas of the effective
network in the first few years.

After the establishment of Group D1,
the initial capabilities of the various pro-
gramme organisations of the nine IT ser-
vices in the office were organisationally
mapped. In order to achieve the long-
term goal of the paradigm shift from the
elaborate procurement of individual re-
quirements to the use of pre-configured
standard solutions, the designs of the
programme organisations are being fur-
ther planned and expanded.

Even in the shorter term, the work in
the effective network on the digitisation
platform reveals weaknesses and po-
tential for improvement in the previous
procurement of information technology.
In the context of IT requirements and de-
mand management, it helps to overcome
previous project-related boundaries or to
consciously propose abandoning elabo-
rate requirements.

As the contact partner in BAAINBw,
Group D1 is not only the technical su-
pervisory authority in the AIN organisa-
tional area for the procedures, but also
the point of contact in the future for all
departments for the early assessment of
any IT components of armament projects
in the context of IT requirements and de-
mand management.

Information security

Improving information security is one of
the focus topics of the Digitisation Staff.
The identified deficits in information se-



curity in the AIN organisational area are
being consistently addressed through
targeted measures. In a first step, it has
been possible to strengthen Department
D2.1 in terms of organisational structure
and personnel. This makes it possible,
among other things, to actively support
the CISO Armaments, which for the first
time is deployed at B2 level, in its exten-
sive area of responsibility.

It has also been possible to develop an
information security concept for BAAIN-
Bw according to current specifications
in the shortest possible time, which -
supplemented by annexes to be updated
in each case - represents an essential
basis for solid information security in
the office. The focus here is on elimi-
nating all identified deficiencies in the
area of information security - also in
the subordinate agencies of BAAINBw.
The subordinate agencies are subject to
a monthly reporting obligation to the
Head of the Digitisation Staff on the ba-
sis of a specified catalogue of measures,
whereby a positive development can be
observed.

Implementation and

User Organisation

With the establishment of the Digitisa-
tion Staff, Group D3 in BAAINBw, the
pooling of existing ENO/EFO/IT manage-
ment structures in the AIN organisational
area has already found a concrete initial
organisational implementation.

The area of change management could
be greatly strengthened by pooling the
corresponding expertise within Group
D3. This has already been exception-
ally demonstrated in the context of the
mass rollout of Gw Bw (document man-
agement Bundeswehr/Outlook/Share-
point) and the area rollout of SASPF IT-U
CPM. Strengthening digital competence
among managers and employees, e.g.
through training, know-how events,
Webex events, briefings, explanatory
videos, tutorials, lessons learned, is a
decisive success factor in the context of
digitisation.

The expertise of digital possibilities to
support collaborative working (available
in ENO eVA/CDI - D3.2) has enabled
completely new approaches in the roll-

Sensitive data won’t
become common
knowledge.
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out procedure of SASPF solution com-
ponents. For example, an agile rollout
approach in the area rollout IT-U CPM,
in particular through digitally support-
ed, collaborative working methods in
the context of production-preparatory
measures such as data preparation or
planning/control of initial training, has
halved the rollout time from five to two
and a half years.

The pooling of ENO/EFO/IT management
structures provides the basis for infor-
mation management/building a content
strategy in the AIN organisational area.
With increased digitisation, the danger of
an information jungle grows. Questions
such as "Which information is processed
in which electronic specialist procedures?
Where is information stored/provided
and where can | find which information?"
The expertise and overall view in Group
D3 of the electronic specialist procedures
used in the AIN organisational area, as
well as the corresponding platforms for
information provision, have already been
able to provide initial approaches to an
information management plan. |
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armed forces up to SECRET and NATO SECRET.
Highly scalable, resilient, flexible.

When it comes to safeguarding national security, secunet is ready to help.
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The Occupational Psychology Staff (BetrPsych)

Background of the team

Never before has the world of work been
subject to faster change than at present:
Digitisation, structural changes, demo-
graphic upheavals and the current pan-
demic situation repeatedly pose new chal-
lenges.

NOTE FOR ANDREA — PLEASE USE THE
SAME TRANSLATED GRAPHIC FROM p10
OF ESD 8-23.

Credit: BAAINBW

Working models are changing, boundaries
between work and private life are blurring,
learning requirements are increasing, and
flexibility is taken for granted.

Work can, and this also applies to employ-
ees of the Federal Office of Bundeswehr
Equipment, Information Technology and
In-Service Support (BAAINBw), become a
burden due to factors such as demograph-
ics, psychological stress, leadership style,
mobility or the balance of different areas of
life. This has consequences for well-being
and health. Mental illnesses and the associ-
ated costs are increasing.

Leadership significantly influences the
extent and quality of psychosocial stress,
strains and resources. Therefore, it is the

Source: BAAINBw
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task of managers to take care of the em-
ployees in their leadership area as part of
their duty of care. Only when there is physi-
cal and mental health can the performance
of organisations be maintained in the me-
dium and long term. If employees fall ill,
not only is working time lost, but costs also
increase. Stressed employees demonstrably
make more mistakes and are often less pro-
ductive, and they are also more susceptible
to other illnesses.

With the establishment of the Occupa-
tional Psychology Staff in the AIN organisa-
tional area, BAAINBw is taking account of
social change and creating a central point
of contact for topics and questions with
psychological relevance for managers at all
leadership levels as well as all employees.
Initially, occupational psychology was an-
chored as an organisational element in the
line organisation, and from March 2020
organisationally as a staff unit directly as-
signed to the management of BAAINBw.
The Occupational Psychology Staff is a
team of psychologists and is supported by
psychologically trained civilian and military
personnel.

With the establishment of occupational
psychology, a remarkable offer was made

Leadership
counseling

available to civilian and military employees.
Remarkable because the occupational psy-
chology offer is not only directed at mili-
tary personnel - as is known, for example,
from troop psychology - but is available to
all employees. In addition, the services of
the Occupational Psychology Staff can also
be used by "former employees”, reservists
as well as family members and bereaved
persons.

Working methods and offers

The Occupational Health and Safety Act
anchors the employer's duty of care to-
wards its employees with regard to their
health.

Human health can basically be divided into
the categories ‘physical’ and ‘mental’. For
physical health, there were and are already
offers for employees, e.g. in the area of
occupational safety or occupational health
management, while for the mental health
of employees there have been no com-
prehensive offers or comprehensive care
to date. In order to create an offer for all
employees of BAAINBw or the AIN organ-
isational area, the Occupational Psychology
Staff was established.
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In the modern working world, a considerable amount of stress arises — the Operational Psychology Team
supports the employees of OrgBer AIN with both personal and professional problems.

The areas of responsibility include, among
others, individual counselling, leadership
counselling and psychological crisis inter-
vention as well as counselling on all topics
and questions with psychological relevance.

To this end, the Occupational Psychol-

ogy Staff offers assistance with stress in

the professional and private sphere in the
form of relief and counselling sessions.

The offer includes, among others:

e Prevention and support in coping with

stress

Building up resources for resilience

Counselling for burnout/boreout

Counselling for mobbing and bossing

Counselling for (stress-related) mental

and psychosomatic and physical ill-

nesses

e Addiction counselling

e Counselling in acute life crises (e.g.
family problems)

e Referral within the Psychosocial Net-
work (PSN) and to external psycho-
therapists

In addition, counselling oriented to indi-

vidual needs is offered for (prospective)

managers. Coaching for personal devel-
opment is also among the services provid-

ed by the Occupational Psychology Staff.
In this context, superiors at all manage-
ment levels can be advised and supported
in a solution-oriented and forward-look-
ing manner on all topics and issues with
psychological relevance in the exercise of
management tasks.
In detail, this can include support in the
following areas:
e in decision-making
e in the further development of their
leadership skills
¢ in solving conflicts in the team
e in the implementation of team-build-
ing measures
e in personal development
Furthermore, it is important to offer services
within the framework of specialist counsel-
ling. Here, occupational psychology sup-
ports with psychological expertise, among
other things, in employee surveys, in-com-
pany training and further education, change
management processes, risk assessments
regarding psychological stress as well as in
occupational health management (OHM).
In summary, the Occupational Psychology
Staff performs the following tasks, among
others:

8/2024 -

e Conducting:
- Leadership counselling/coaching
- Individual counselling
- Process and organisational counselling
- Psychological crisis intervention
e Collaboration in:
- the psychosocial network (PSN)
- support for in-company training
- change management
- employee surveys
- risk assessment of psychological
stress
e Support of occupational health man-
agement (OHM).
e Formation of the help network in
BAAINBw.
It is also worth mentioning the absolute
confidentiality of the conversations and
their content. They are subject to statu-
tory confidentiality according to § 203 of
the Criminal Code - as with doctors, for
example. It is very important to empha-
sise this again and again, as a trusting
conversational atmosphere and a tar-
geted solution strategy can only arise in
protected conversations. Those seeking
advice can be sure that their concerns
will not be passed on. |
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M ES&D SPECIAL:

Legal Affairs Staff (])

The Legal Affairs Staff (Staff ]) as a staff component in the Federal Office of Bundeswehr Equipment,

Information Technology and In-Service Support (BAAINBw) makes a significant contribution to the

ongoing modernisation of contract management in Bundeswehr procurement in addition to the quality

assurance of tender documents for major projects.

tis subdivided into the departments J1

(Procurement Law Principles), J2 (Con-

tract Principles), J3 (Intellectual Prop-
erty Rights, Principles of Performance
Specification) and J4 (Procurement of
External Consulting and Support Ser-
vices, Substitution and Legal Services).
Department J1 deals with all fundamen-
tal questions relating to procurement
law. This includes in particular advising
the project departments and the BAAIN-
Bw management on all procurement law
issues, processing internal work instruc-
tions, reviewing individual decisions in
the procurement process and represent-
ing the office before the procurement
review bodies.
The fundamental processing of contract
law falls to Department J2. In addition to
contract review and advice for the indi-
vidual contract departments of the of-
fice's divisions in the field of civil law, J2's
fundamental work includes, in particular,
the continuous updating of contract tem-
plates for contracts with an estimated
contract value of less than EUR 25 mil-
lion and their coordination with industry
associations. Furthermore, Department
J2 is responsible for handling civil law
disputes with contractors and insolvency
proceedings. In addition, there is price

law contract advice and co-examination
within the framework of quality assur-
ance for projects with a contract value of
over EUR 25 million.

Department J3 is responsible for the
area of intellectual property rights (IPR).
In this context, the department advises
in particular on licencing issues. J3 speci-
fies regulations on rights of use, par-
ticularly for technical documentation,
software or industrial property rights
in BAAINBw contracts. It also conducts
proceedings before the respective intel-
lectual property authorities regarding
the registration of federally owned in-
dustrial property rights. In addition to
protecting federally owned technical
know-how, the evaluation of third-party
industrial property rights, if these influ-
ence the procurement process, is also
part of the department's area of respon-
sibility. The department is also respon-
sible for principles in the preparation of
performance specifications.
Department J4 deals with the procure-
ment of external consulting and sup-
port services, substitution and legal ser-
vices (so-called BURA services). As the
contract-holding office, the department
also manages all existing contracts in this
category (contract processing, invoice
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processing) and coordinates necessary
measures, for example if performance
disruptions occur after conclusion of the
contract. J4 is also responsible for check-
ing calls from framework agreements of
other departments in the field of infor-
mation and communication technology.
In their respective specialist areas and in
close exchange with each other, one of
the essential tasks of the departments
of Staff J is to conduct quality assurance
(QA) for projects with an estimated con-
tract value of over EUR 25 million gross
(major projects).

This begins with the decision on the type
of procurement and ends with the final
negotiated contract. During this period,
the Legal Affairs Staff continuously ac-
companies the contract preparation, the
tender, the contract negotiations and the
conclusion of the contract in different
stages, supports the project legal advi-
sors in their tasks and advises the proj-
ect managers in the preparation of the
performance specification as the core of
the tender documents. Staff J is now es-
pecially focused on the quality assurance
of contracts related to the Bundeswehr
special fund.

In addition to quality assurance, Staff J
is also entrusted with various other tasks
that particularly concern fundamental
and basic work in contract management.
In this context, Staff J is particularly con-
cerned with continuously modernising
contract management in BAAINBw. An
effective procurement process must en-
sure the timely availability of defence ma-
teriel and implement all necessary qual-
ity requirements for military equipment
under economic conditions. This requires
a restructuring of contracts that appro-
priately distributes risks and strengthens
industry's own responsible implementa-
tion. In addition to topics of digitisation
and simplification in contract processing,
instruments of innovative procurement,
for example performance-based con-
tracting (PBC), are accompanied. Increas-
ing availability rates and thus improving
material operational readiness is the pri-
mary focus. |
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M ES&D SPECIAL:

Combat Department (K)

The armaments and usage management for the following weapon systems and their associated

components make up the main focus of the Combat Department of BAAINBw.

ombat, recovery, engineering, bridg-
ing and transporting tanks, infantry
systems, as well as the most diverse
armaments, including air defence and artil-
lery systems are located within the Combat

Department.

Four clear project groups pool the expertise

of BAAINBw for:

e ground-based air defence/territorial
missile defence (K3)

e guided missiles (LFK) for ships and air-
craft, drop ammunition, anti-tank de-
fence (K4)

e armoured combat and transport sys-
tems (K5)

¢ tube weapon systems, ammunition and
ordnance/ordnance disposal (K6)

supplemented with regard to fuzes and

joint tactical fire support (K1).

In their task performance in project and

usage management, as well as research

and technology, these four groups are
supported by the cross-sectional groups

Economics/Technology (K1) and Econom-

ics/Law (K2).

In addition, KAS department staff and the

control department KAC are available to

the department management as support
elements.

KAS performs central organisational and

administrative tasks in the areas of person-

nel, education and training, infrastructure
and organisation for the department.

As an essential element of command sup-

port, KAC determines and analyses key

project and performance data to help for-
mulate management decisions.

The department is supported by the Eco-

nomics/Technology Group (K1) in all cross-

project technical-economic and usage-
related issues.

In particular, the following topics are ad-

dressed: use and logistics, ammunition

safety, general technical supervision of the
agencies (WTD 52 and 91), education and
training, research and technology including
bi- and multinational cooperation, systems
engineering, fuze technology, master data
maintenance and local implementation
organisation SAS-PF, Interactive Electronic

Technical Documentation (IETD), coordina-

tion of D-LBO integration in land platforms

and overall coordination of Joint Tactical

Fire Support (STF/ISF), as well as the imple-

mentation of projects for selected STF co-

ordination elements.
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A drone takes off during the presentation of the ASUL system
(anti-unmanned aircraft system).

The competencies of contract processing
and procurement management are pooled
together in five sections of the Economics/
Law Group (K2). Contracts for the respec-
tive projects - including contracts for the
usage phase - are processed there. In ad-
dition, the contract sections support the
projects in concluding national and inter-
national agreements. Furthermore, issues
of public price law and price negotiations
are dealt with.

Group K3 Ground-based Air Defence/Ter-
ritorial Missile Defence deals with projects
for the defence against aerial targets - from
very short range against small drones to
very long range for missile defence - from
the ground.

Section K3.1 manages the projects Ground/
Air Long Range Patriot, Fire Control Post
FlaRak Surface to Air Missile Operation
Centre (SAMOC), Polygons, FlaRak simula-
tion facilities, as well as the Satellite-Based-
Missile-Detection (SBMD) project.

The Fire Control Post FlaRak is capable of
connecting and leading national ground-
based air defence forces, aerial and sea-
going units, as well as Allied and partner
platforms for multinational cooperation
and displaying the insights gained in real
time.

The Ground/Air Short Range Light Air De-
fence System (LeFlaSys) weapon system
and the Stinger missile are located as usage
projects in Section K3.2.

Additionally, the most recent short-range
air defence systems are processed in real
time by Section K3.2. The IRIS-T SLM
firing units are to be delivered to the
Bundeswehr from September 2024. For
the mobile protection of land forces, the
components of the Air Defence System
for Close and Very Close Range Protec-
tion (LVS NNDbS) are to be used in the fu-
ture. The necessary contracts for this are
to be concluded in 2023. In addition, in
the area of defence against small drones
(C-UAS Class 1), a project called HoW-
iSM (high-precision and scalable effect
against agile/low-signature targets in the
near and closest range of floating system
carriers of the Navy) is also being pro-
cessed, which includes the development
of a weapon laser for the Navy.

Section K3.3 focuses on the projects
Weapon System Territorial Missile Defence
(WaSys TerrFK Abw) and National Situation
and Command Centre Territorial Missile
Defence (NLFZ TerrFK Abw).

In the WaSys TerrFKAbw project, the AR-
ROW weapon system for exo-atmospheric
defence against long-range ballistic mis-
siles is being procured as part of a DEU-ISR
cooperation. The parallel NLFZ project is
currently examining the need for comple-
mentary functionalities of a command post
for TerrFKAbw as part of a study.

In the European Defence Fund (EDF) proj-
ect European-Exo Atmospheric Interceptor



(EATMI), the concept selection by the EU
Commission is technically accompanied by
K3.3.

Section K3.4 is responsible for projects to
defend against small drones, also known
as counter-small unmanned air systems (C-
SUAS). The capabilities and proliferation of
such systems have increased significantly in
recent years. They pose a serious threat not
only in deployment but also to Bundeswehr
facilities in Germany.

In addition, K3.4 processes cross-sectional
tasks of air defence in the areas of mobility,
power supply and communication systems,
protection tasks and the IRIS-T SL missile
system for ground-based air defence proj-
ects.

The K4 group is currently working on the
air-to-air and air-to-ground armament of
the F-35. Other focal points are sea- and
air-based guided missiles, drop ammuni-
tion and anti-tank defence.

Section K4.1 deals with anti-tank systems
and aircraft-based ammunition against
ground targets, i.e. guided missiles and
drop ammunition (guided and unguided
bombs).

As new projects, the armament of the
Light Combat Helicopter with rockets and
a guided missile also suitable for anti-tank
warfare is envisaged, as well as the maritime

surveillance aircraft P-8A Poseidon, also with
a guided missile and with depth charges.

In addition, a large number of introduced
effectors from K4.1's area of responsibil-
ity need to be maintained and kept in use,
e.g., the guided missiles Taurus, HARM,
PARS 3 LR, HOT 2 and HOT 3, as well as
the extensive portfolio of anti-tank hand-
held weapons.

In the area of air/ground-guided missiles,
one of the main tasks is the ‘SEAD capa-
bility maintenance’ for the Tornado, i.e.,
the introduction of an improved version of
HARM (high speed anti-radiation missile) in
the form of AGM-88E AARGM (advanced
anti-radiation guided missile), which is
also planned for the Eurofighter EK. The
introduced Eurofighter will receive a new
capability with the Powered Short-Range
Effector (air/ground-guided missile Brim-
stone) and the German Heron TP is also to
be armed. It is also planned to equip the
frigate's onboard helicopters with the Sea
Target Guided Missile, Light for sea target
engagement. In the area of drop ammu-
nition, the procurement of the GBU-54
and the new bomb bodies for the GBU-48
in the Mk-83 TIP and Mk-83 IM variants
continues to increase the sustainability and
scalability of the introduced combat aircraft
armaments.
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The focus in the area of anti-tank defence
is the MELLS guided missile, also in the
new LR2 version in the future. It is fired
by the infantry and from various land ve-
hicles. The precision and range of shoul-
der-launched weapons is significantly in-
creased by the 90 mm effector and the
1800+ effector in the future. In parallel,
work is being carried out on the successor
to the proven Panzerfaust 3 to meet future
threats as well.

Section K4.2 deals with ship-based guided
missile systems Rolling Airframe Missile
(RAM), NATO Sea Sparrow Surface Missile
(NSSM), Evolved Sea Sparrow Missile (ES-
SM), Standard Missile 2 (SM-2), Harpoon,
Robot System 15 (RBS 15), Naval Strike Mis-
sile (NSM) and Future Naval Strike Missile
(FNSM).

Additional activities deal with the active
self-defence of submarines with guided
missiles. For the first time, this will enable
submerged submarines to directly and ac-
tively ward off attacks from the air.

A new field of activity is the equipment
of the F127 class frigates with additional
guided missile systems. The installation of
the latest versions of RAM, ESSM, guided
missiles from the Standard Missile family
and long-range guided missiles for engag-
ing sea and land targets is planned.

ANACONDA !
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In the RAM area, the procurement contract
for the latest version (Block 2B) of the guid-
ed missile has meanwhile been concluded.
In the ESSM area, the procurement of the
guided missile (ESSM Block 2) for equipping
F124 and F126 class frigates has been initi-
ated. On the F123 class frigates, the inte-
gration of the ESSM Block 1 guided missile
system will be carried out from 2023.

The RBS 15 Mk 3 DEU guided missile sys-
tem for engaging sea and land targets,
which is equipped on the K130 corvettes,
currently represents the main armament of
the corvettes of class 130.

As part of the German-Norwegian arma-
ments cooperation, the procurement of

The main focus in the area of anti-tank defence is
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the LFK MELLS.

the NSM Block 1A has been commissioned
to complement the introduced RBS 15 for
long-range sea and land-target engage-
ment by the frigate classes. To maintain this
capability in the long term, a new guided
missile development (Future Naval Strike
Missile) is to be carried out jointly with
Norway.

Section K4.3 deals with air-to-air arma-
ment for flying platforms. This includes
the infrared-guided short-range guided
missiles Sidewinder - AIM-9L with the
LAU-7A launcher and IRIS-T. The more
modern [RIS-T system has thrust vector
control in conjunction with aerodynam-
ic tail control, which allows the guided

The procurement of the second batch of the Leguan armoured vehicle
launched bridge is pending.
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missile to perform highly agile flight
manoeuvres and thus achieve a high hit
probability.

The medium-range guided missiles include
the RADAR-guided AMRAAM (AIM-120B)
and the Meteor missile equipped with a
variable, air-breathing solid-fuel ramjet en-
gine. Meteor is a six-nation project with the
UK as lead nation.

Group K5 Armoured Combat and Trans-
port Systems consists of six sections.
Section K5.1 is divided into the project
teams: Leopard 1-based vehicles - i.e.
Dachs engineer vehicles, Biber armoured
vehicle launched bridge, Bergepanzer 2 on
the one hand and the Leopard 2 project
team on the other. Currently, the following
projects are being prioritised: the introduc
tion of Kodiak 3 engineer vehicle, as suc
cessor to the PiPz 2 Dachs, the moderni-
sation of Leopard 2 main battle tanks to
the Leopard 2 A7V variant, as well as the
integration of the active protection system
into the Leopard 2 MBT (2 A7 A1).
Another K5.1 task is to chair the Steering
Committee of the Leopard Users Com-
munity (LEOBEN), through which the use
of Leopard-based systems is managed in
an international community of 22 nations
currently. For this purpose, the LEOBEN
secretariat is set up at K5.1, which also or-
ganises the international working groups
of Cooperative Logistics (CoopLog) for the
joint procurement, provision and distribu-
tion of supply items.

Section K5.2 deals with the Puma and
Marder infantry fighting vehicles. The
Puma IFV and the Infantryman of the Fu-
ture - Extended System (IdZ-ES) equipment,



which is also part of the Armoured Infantry
System, have reached a decisive milestone
on the way to full operational readiness
through the successful realisation of the
design status, which has been significantly
improved with a view to VJTF. Based on
the concluded contract for the retrofit of
the Puma IFV, the progress achieved will
be successively rolled out to the first batch
of Puma IFVs. At the same time, the opera-
tional readiness of the Puma IFV could be
significantly improved.

As part of the service life extension of the
Marder IFV, extensive measures to elimi-
nate obsolescence have been initiated.
In addition, a digital command system
is being installed in selected vehicles to
ensure comprehensive operational capa-
bility for VITF.

In Section K5.3, the armoured trans-
port vehicle (GTK) Boxer, the Fuchs 1
armoured personnel carrier (APC), its
successor and the heavy weapon carrier
infantry are processed.

Section K5.4 deals with platforms for
snow mobility, reconnaissance and air-
transportable weapon carriers. In addi-
tion to the usage tasks in the Fennek/
M113/Wiesel systems and the genera-
tional change Bv206S/D — CATV (Alias

S—
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The Main Ground Combat System (MGCS) project, which is currently
being conducted bilaterally with France, is set to replace the Leopard 2
(pictured) and Leclerc tanks from 2040 onwards.

Husky 3; protected all-terrain vehicle Col-
laborative All-Terrain Vehicle) & Beowulf
(Alias Husky 4; unprotected variant of
the CATV basic vehicle), the Air Mobile
Weapon Carrier increases the effective-
ness of the airborne troops and the New
Generation Korsak reconnaissance vehi-
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cle clearly aligns the reconnaissance and
communication capability of the Army
with current and future challenges.

Section K5.5 Bridges and Crossing Equip-
ment includes, in addition to bridges,
ferries and light crossing equipment, the
systems for improving ground traffic-
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The Collaborative All-Terrain Vehicle (CATV), also known as Husky 3, is

ability that are related to them in terms
of effect. The focus of work is on the

Fast Amphibious Bridging and Ferrying
System 2, to be procured in cooperation

with the UK, which is to replace the M3
amphibious vehicle and the folding float-

ing bridge, the procurement of the sec-

ond batch of the Leguan combat bridge,
as well as the successor system for the
folding road equipment.

Section K5.6 deals with the outstanding
issue of the successor to the classic main
battle tank in the future form of a multi-
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an armoured articulated all-terrain tracked vehicle.

platform system that also integrates
unmanned elements. This Main Ground
Combat System (MGCS) project, which
is currently being conducted bilaterally
with France, is intended to replace the
Leopard 2 and Leclerc main battle tanks
from 2040. For this purpose, the section
is set up as a Combined Project Team
(CPT), which also includes French em-
ployees.

All projects of Group K5 are also involved
in the Digitalisation of Land-Based Op-
erations (DLBO) project.

The range of tasks of Group K6 includes
the small-, medium- and large-calibre tube
weapons of the Bundeswehr, including
the associated ammunition, as well as ord-
nance and ordnance disposal systems.
Section K6.1 deals with the PzH 2000
self-propelled howitzer, the MARS rocket
launcher and mortars as weapon systems
for indirect fire support of the Army.

The PzH 2000, the standard artillery gun,
is also in service in seven other nations.
With an extensive package of measures
to maintain and enhance capabilities, the
PzH 2000 is being prepared for use in the
coming years. In parallel, work is under-
way on future systems for indirect fire at
short/medium/long range.

Section K6.2 is responsible for processing
hand-held and shoulder-fired weapons,
the associated ammunition, pyrotechnic
ammunition, as well as hand grenades
and non-lethal effectors. The most current
project in the section is the Bundeswehr
Assault Rifle System, which will replace the
G36 as the new standard rifle.

Section K6.3 deals with, among other
things, the projects Heavy Machine Gun,
40 mm ammunition family for the gre-
nade machine gun, 30 mm combat and
practice ammunition (Puma IFV), 30 mm
ammunition with reduced range (mvR)
for training purposes, remote-controlled
weapon stations as well as the naval tube
weapon systems in the calibres 12.7, 27,
30, 76 and 127 mm.

A variety of engineer combat equipment
and equipment for ordnance disposal
form the range of tasks of K6.4. These
include various explosives, remote-con-
trolled manipulator vehicles, X-ray de-
vices, metal detectors and protection
against so-called improvised explosive
devices (IED) and protective devices in the
access area of military facilities. A new
focus in the context of national and Alli-
ance defence is being placed on projects
concerning a new barrier system and an
armoured mine clearance system.

The procurement of large-calibre tank,
artillery and mortar ammunition is car-
ried out in Section K6.5.

Currently, the introduction of guided ar-
tillery ammunition for the Army and Navy
is being prepared. In the area of naval
ammunition, this is ensured by the 127
mm Vulcano for joint fire support by the
F125 frigate from sea to land. In addition,
the unguided 127 mm standard ammuni-
tion is currently being qualified.

For the Army's capability to engage point
targets at distances of up to 70 km, the
Vulcano 155 mm GPS/SAL (Semi Active
Laser) is intended for firing from the PzH
2000 self-propelled howitzer. |
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Interview

ESD: The decisions for the heavy weapons carrier for the in-
fantry and wheeled howitzer have been taken. What is the
Bundeswehr’s future orientation regarding the use of the Boxer
platform, for example for the Army’s medium forces? Exam-
ples here would be: wheeled infantry fighting vehicle, recovery
equipment, bridge layer, air defence system IRIS-T or C-UAS,
indirect fire/mortar, anti-tank guided missiles/N-LOS.

Schmidt: The decision for the wheeled howitzer is expected by
the end of 2023. The wheeled infantry fighting vehicle based
on the Boxer is under preparation. The heavy mortar will not be
implemented on the Boxer. The short-range protection of the
air defence system NNbS with the [RIS-T SLS guided missile will
be implemented on the Boxer, and a timely contract conclusion
is being vigorously pursued. The decision for the bridge layer is
currently being prepared. We will then have the Boxer in use in
over ten variants.

ESD: On 12 October 2023, the last of a total of 104 ordered
Leopard 2 A7V main battle tanks were delivered to the
Bundeswehr. Are further measures planned for the Leopard 2
tank fleet and how do you assess the current status of the MGCS
(Main Ground Combat System)?

Schmidt: Permanent consideration is given to the Leopard 2
main battle tank, both with regard to particular further develop-
ments and the elimination of obsolescence. The latest variant,
the Leopard 2 A8, is currently being manufactured as a replace-
ment due to the transfers to Ukraine. Several nations have also
expressed interest in the Leopard 2 A8.

At France's instigation, ministerial discussions are currently tak-
ing place regarding changing the previously planned project
structure established by France with NGWS [Next-Generation
Weapon System]. This is currently being prepared and is a pre-
requisite for having a combat-ready, superior ground combat
system available for deployment by the middle of this century
to fulfil missions within the framework of national and Alliance
defence.

ESD: The use of mines has regained importance as demonstrat-
ed by the Ukraine war. What is the situation regarding capabili-
ties both in terms of mine clearance and mine laying with various
means (layers, launchers, artillery)?

Schmidt: Fire and movement - together with obstacles - have
always represented the main elements of combat according to
our operational principles. These elements are interrelated and

ES&D SPECIAL:

With Brigadier General Jiirgen Schmidt,
Head of the Combat Department

complement each other. None of the associated capabilities can
be done away with.

With the Bundeswehr's focus on national and Alliance defence,
combat and thus the fight with and around obstacles is again
in the spotlight. Obstacles in the form of constructed barriers
help troops hold terrain, gain time and conserve forces. Mine
obstacles are intended, among other things, to disrupt, guide,
bind or intercept the enemy, but above all to restrict his move-
ment potential and slow down his advance. For this purpose, the
Bundeswehr has established capabilities for obstacle construc-
tion primarily in the Corps of Engineers, but also in the artillery
branch.

After reactivating the Mine Laying System 85, the Engineer
Corps have a product available for laying anti-tank mines (anti-
tank laying mine DM31) to fortify the terrain. The technology
that was first developed in the 1980s was made much more
robust, fast, and logistically supportable with the addition of
new towing and transport trucks for the mine layers in 2023.
Off-route anti-tank mines are available to the Engineer Corps for
securing roads and paths. A framework contract was recently
signed and a first delivery of refurbished off-route anti-tank
mines is expected in 2026.

Parallel to the efforts outlined above, a project to acquire ca-
pabilities for constructing barriers is currently underway. The
project is in the analysis phase and will be implemented in a
modular fashion, building on existing obstacle systems. Within
the project, multiple effectors, their deployment methods, and
networking are likely to be realised. The project also aims to
fill the capability gap for the rapid construction of situation-
dependent scatterable mine obstacles by the Engineer Corps,
which was created by the decommissioning of the Skorpion
mine launcher.

To maintain the mobility of one’s own forces on the battlefield,
the Engineer Corps possesses the means to breach the enemy’s
obstacles. In addition to many stand-off firing and manipulation
techniques in the explosive ordnance disposal forces, the Keiler
mine-clearing tank is still in use and can directly support combat
troops in battle. The mine-clearing tank can quickly and reliably
breach enemy mine obstacles while on the move. Upon reach-
ing the end of its service life, the Keiler is to be replaced by an
armoured mine-clearing system. A project for this has already
been initiated in the analysis phase.

Questions were asked by Michael Horst.
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The Land Support Department (U)

The Land Support Department (Department U) is divided into seven groups and two staff units.

The portfolio of the five project groups ranges from the procurement of personal equipment for special forces

to field camps, security technology, NBC protection, military wheeled vehicles, special vehicles/equipment,

electronic warfare, reconnaissance and effect, space, air traffic control, as well as robotics and training/

simulation, to military pharmacy, medical facilities and medical equipment.

hese project groups are supported by
the cross-sectional areas of Econom-
ics/Technology and Economics/Law,
as well as the controlling department and
department staff.
The projects described below are represen-
tative of the department's diverse work.

Editorial booths for
operational communication

The editorial booths of the Centre for
Operational Communication needed to
be overhauled and updated to the latest
technological standards as part of a funda-
mental refurbishment in order to take the
first step towards digitalising operational
communication capabilities.

The booths of the Mobile Edito-
rial Team are the central element of a
PSYOPS(Psychological Operations) task
force. They not only serve as editorial work-
stations but also control the entire process
of creating media products for operational
communication. From the initial idea of a
product to its final acceptance and publica-
tion, all information converges in the Mo-

bile Editorial Team: planning, coordination
and control from a single source.

As part of ensuring the system's opera-
tional readiness, the cabin was completely
overhauled, with only the shell, an Fm Il A
cabin, being retained. The contractor rede-
signed the entire interior: new furnishings
such as chairs, tables, cupboards etc. come
from the modular system and form the in-
stallation kit. The new IT equipment is in-
tegrated into this. The equipment consists
of three high-performance IT workstations
(including media software), a high-perfor-
mance printer and the necessary storage
and server capacities to operate a network.
Before the general overhaul, the Centre for
Operational Communication operated the
editorial booths and all operational com-
munication media elements as stand-alone
solutions. Networking was neither concep-
tually nor technically envisaged. Data ex-
change was carried out via manual data
transfer. With the new IT equipment, the
Mobile Editorial Team can now network
with all media (audio, video, print, new
media). This allows media products to be
created and processed more quickly.

The interior space of the cabin was well-utilised.

18I
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Virtual shooting training

Soldiers' shooting training is getting
more and more advanced, with vir-
tual alternatives progressively taking
its place. Through three versions, the
BT33 shooting range is adapted to the
different training needs of the troops
and, due to its modern virtual training
environment, enables mission-oriented
and at the same time resource-saving
training of soldiers. The training can be
carried out as individual or classroom
training.

The BT33 Standard system, which is already
in use, is the largest system of its kind and
has 20 workstations for training partici-
pants. This system has the largest field of
view at six metres wide. The smaller BT33
light comprises six workstations with a
three-metre-wide field of view.

With the new BT33 mobile version, the
equipment is now relocatable. This system
has four workstations.

All system variants consist of so-called
COTS (Commercial off-the-shelf) compo-
nents, i.e., commercially available products.
These include computers, network compo-
nents, projectors as well as simulation and
operating system software.

The BT33, BT33 light and BT33 mobile
shooting training systems are used for
training artillery units. The training area and
the actual targets such as tanks, transport
vehicles or infantry are displayed using a
projection system.

The training scope includes reconnaissance
and determination of exact target coordi-
nates. Additionally, training is provided for
the planning, implementation, and over-
sight of the engagement process using
artillery, mortars, drones, and fixed- and
rotary-wing aircraft.

Using range-adjusted binoculars, the train-
ees determine the position of the target
using various correction procedures and
using a terrain map, and pass it on to the
trainers. These then initiate the engage-
ment. With the BT33, command chains
and firing procedures can also be taught
and tested.
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Flight simulator for
aptitude assessment

The procurement of a new and modern
simulator for aptitude assessment for
the Aviation Service and Flight Control
Service of the Bundeswehr will sup-
port the future selection of prospective
Bundeswehr pilots.

As part of the selection process to be-
come a pilot, applicants must complete a
series of diverse flight assignments on the
simulator in a flight psychological learn-
ing and work sample to demonstrate
their basic aptitude. In addition to basic
flight tasks, realistic scenarios must also
be mastered. By using simulation-based
testing procedures, this is done inde-
pendently of flight region, time of day,
weather or other external influences.
The new simulator includes a simulated
cockpit of a fixed-wing aircraft, as well
as various consoles for preparing and de-
briefing the various procedural compo-
nents. The facility is to be operated at the
German Aerospace Centre in Cologne.

Innovative power supply

In addition to generators in the 200 and
50 kW power classes, the Bundeswehr
is due to receive further innovative and
mobile power generator units (SEA) in
the 20 kW power class.

The generators designed for mobile use
are intended to be as environmentally and
climate-friendly as possible. To this end,
engines with state-of-the-art exhaust af-
tertreatment are used, among other things,
and supplemented with energy storage
modules. These are designed to absorb any
current fluctuations in local networks and
load peaks as well as to avoid underloading
of the units when power demand is too
low. In the long term, this protects the die-
sel engines, reduces CO, emissions through

The facility for aptitude testing is to be operated at the
German Aerospace Centre in Cologne.

Credit: Bundeswehr/Meysing
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lower fuel consumption and thus extends
the life cycle of the units. In normal opera-
tion with diesel fuel, they comply with the
relevant standards and emission limits of
EU emission Stage V.

If required, for example in the context
of a foreign deployment, regionally avail-
able diesel fuel or kerosene can also be
used. The emission downgrade technol-
ogy allows even highly sulphurous or
watered-down fuels to be used in ac-
cordance with applicable environmental
standards. In conjunction with photovol-
taic modules, the generators can also be
used as a backup option for otherwise
emission-free operation.

The robust generators can also be used
under adverse environmental conditions
such as high temperatures, sand and
dust, and can therefore reliably supply
power to command posts or mobile res-
cue centres at potential deployment loca-
tions worldwide.

The first test model of the 20-kW units is
to be delivered to the Bundeswehr at the
end of 2024.

Aerodrome surveillance
radar ASR-S

As a replacement for the ASR-910 type radar
system, the new ASR-S type is being put into
operation at 17 Bundeswehr sites and the
NATO air base in Geilenkirchen. ASR-S stands
for Aerodrome Surveillance Radar-Selective
and has a detection radius of 110 km up to
a height of about 8 km around the airfield.
The new radar system allows local military
air traffic control to monitor military flight
operations and is at the same time an inte-
gral part of the national and international air
traffic control system.

The aerodrome surveillance radar ASR-S has
both a primary radar and a secondary radar.
The primary radar processes high-frequency
electromagnetic transmit pulses reflected
from the target, so-called passive echoes.
This form of radar captures data such as
direction and distance of an object. This al-
lows the exact position of an aircraft to be
determined.

The secondary radar, on the other hand,
works with active response signals from a
target, which are emitted by a transponder.
The data captured here includes, inter alia,
the identification of an aircraft. This means
that in addition to the position of an aircraft,
the aircraft itself can also be determined.
The flight altitude and speed are also re-
corded by the secondary radar.

By coupling a primary and a secondary ra-
dar, the advantages of both systems are
combined. For example, if the transponder
on the aircraft fails, it can still be detected via
the primary radar.

The secondary radar requires less transmit-
ting power because by using active response
signals only the outward path of the trans-
mit signal has to be overcome, while for the
primary radar both the outward and return
paths of the signal are relevant. |
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Interview

ESD: Do you see opportunities/necessities for cooperation with
NATO partners in your area of responsibility, especially regarding
wheeled vehicles and equipment for special forces?

Gesau: The possibilities for cooperation with NATO partners are
considered and pursued in Department U during project imple-
mentation wherever possible. Harmonising the criteria for these
systems beforehand is always the most important prerequisite
and greatest challenge to successful international collaboration
with our NATO partners.

An example of successful cooperation is the “Airborne System"
project (EinsSys LLPlattf), which we are realising in cooperation
with The Netherlands, with Germany in the lead. | will elaborate
on this example in the context of the next question.

ESD: What is the status of the LL-Platform, Airborne Weapon
Carrier, and New Generation Reconnaissance Vehicle projects?
Gesau: The Airborne System (EinsSys LLPlattf) will be used as
a modular, versatile capability, mobility, and weapon carrier in
airborne operations worldwide. The deployment of the system
is required both as an internal and external load on the Heavy
Transport Helicopter. The implementation is taking place as a
wheeled vehicle in four different variants (personnel/material
transporter, medical vehicle, group transporter, and material
transporter) with different mission-specific equipment and ca-
pabilities.

The realisation of D-LBO-capable command and communica-
tions equipment is being implemented as a so-called backpack
solution. In 2022, the possibility of bilateral cooperation for joint
procurement with The Netherlands was examined.

ESD: Robotics is a future topic. The use in ground reconnais-
sance and support for ground troops is a topic proactively ad-
dressed by NATO partners. Where do we stand in the field of
robotic applications in your area of responsibility?

ES&D SPECIAL:

With Director BAAINBw Dipl.-Ing. Jan Gesau,
Head of the Land Support Department

Gesau: The Bundeswehr's concept assigns a prominent role to the
use of unmanned systems. The use of these systems enhances the
capabilities of the troops, especially in the so-called 3D tasks (dull,
dirty, dangerous). Therefore, the further development and adapta-
tion of existing and future technologies in this area are actively
being advanced in Department U. With the reconnaissance system
RABE (robot for reconnaissance, observation, and exploration), the
Bundeswehr has a corresponding system for ground reconnais-
sance already in use. Currently, another robotic reconnaissance
system, MoSeS (mobile sensor system), is in the project planning
stage. Additionally, the procurement of unmanned systems to sup-
port infantry and logistical tasks is being planned. However, the
Bundeswehr also faces challenges in certifying and approving these
systems. This applies to unmanned systems with automated driving
functions and purely teleoperated systems.

ESD: What solutions for mobile energy generation are being pur-
sued for the future?

Gesau: Department U is currently procuring future cross-sectional
power generator units in five distinct performance classes to meet
troop energy demands. The most powerful has an output of 200
kW and is integrated into a 20 ft container, while the smallest with
an output of 2 kW is the size of a refrigerator. For deployment
worldwide, the generators have the capability to switch to Emission
Down Grade (EDG) for the use of alternative fuels, such as region-
ally available diesel fuels with a maximum sulphur content of 5,000
ppm, F-63, and F-34. The generators can be used both individually
and in network operation. An energy storage module allows differ-
ent energy sources (public grid, any power generator, photovoltaic
systems, etc.) to be fed into the network. An easy-to-use energy
management system ensures energy efficient, environmentally
friendly, and flexible operation.

Questions were asked by Michael Horst.

8/2024 -
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Air Department (L)

The development, procurement, and operation of the Bundeswehr's flying weapon systems are managed

in the Air Department of the Federal Office of Bundeswehr Equipment, Information Technology,

and In-Service Support (BAAINBw)

he department is divided into ten
groups and three staffs; with near-
ly 1,700 positions, it is the largest
BAAINBw department. The groups imple-
ment all projects according to the Cus-
tomer Product Management (CPM) proce-
dure, which regulates the framework for
the development, procurement, and usage
management of the products until their de-
commissioning. The department also exer-
cises technical supervision over the Defence
Technical Service 61 (WTD 61).
The project portfolio of the Air Department
includes, in addition to combat aircraft:
e Transport and special aircraft
All'helicopter systems
Unmanned aerial vehicles
Tactical drones
Rescue and protection systems for
crews
¢ Simulators and training equipment
Space-based reconnaissance and electron-
ic warfare capability is also included in the
project portfolio, an area which is gaining
importance.
Almost all major projects of the department
are embedded in multinational, predomi-
nantly European partnerships and man-
agement agencies. The Air Department
is responsible for the material operational

readiness of the assigned flying weapon -
systems throughout their entire lifecycle =

before realisation and during the imple-
mentation and usage phase. The project
offices are supported by the cross-sectional
areas Economy/Technology, Basics Aircraft,
Aircraft Equipment and Accessories (LLZ),
Economy/Law, as well as by department
staff and the controlling department.
Additionally, the project and usage man-
agement are supported by the ‘Airwor-
thiness’ staff and the User Representative
(BeaNu) at the level of deputy department
head.

Current and
future challenges

The fundamental paradigm shift resulting
from Russia's war of aggression against
Ukraine has triggered a swift increase in the
operational readiness of the armed forces.
This acceleration is particularly urgent re-
garding the processes and procedures in
the area of procurement. With the directive
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issued by State Secretary Zimmer in April
2023 to accelerate procurement, numer-
ous options have been created to respond
more flexibly to the specific requirements
of project work. Therefore, all measures
focus on the task of meeting the material
needs of the armed forces more quickly, ef-
fectively, and in an unbureaucratic manner.
Special attention in the short and medium
term is given to projects that simultane-
ously provide an insight into the extensive
task portfolio of the Air Department.

Eurofighter EK

From the late 2020s, the Eurofighter will
ensure another core NATO competence.
Following the speech by our Chancellor on
the paradigm shift on 27 February 2022,
it will be upgraded with key capabilities in
electronic warfare (EK). The project is based
on considerations of maintaining electron-
ic warfare capabilities in light of evolving
threat scenarios and the foreseeable end of
the operational life of the Tornado weapon
system, which previously covered essential
capabilities in its Tornado ECR variant.

|
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Eurofighter EK

The central elements include a system for
locating and identifying radar positions, an
effector to combat them, and improved
self-protection. The procurement process
already underway will fully equip the Air
Force with all new capabilities in the short-
est possible time and ensure its operational
readiness. Therefore, the BAAINBw only
considered market-available products that
can be integrated into the weapon system
with minimal effort and risk. IABG mbH
and Airbus Defence and Space GmbH pro-
vided significant support for the procure-
ment of this highly complex technology
in the market review, integration studies,
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and risk assessments. The process was
conducted at all levels unbureaucratically
and efficiently, with quality and time being
the determining factors. Just seven months
passed from the idea to product selection.
A new partner was added with the consor-
tium of Saab Deutschland GmbH and Hels-
ing GmbH with their product Arexis. Ac
cordingly, important key technologies for
enabling the Eurofighter for electronic war-
fare and their further development remain
in Germany. The first finalised contract for
adapting the new components to the Eu-
rofighter is currently under parliamentary
review. It is expected to be concluded soon
by the international agency NETMA (NATO
EF 2000 and Tornado Development, Pro-
duction & Logistics Management Agency).

Combat aircraft F-35

While the Eurofighter ECR variant is in-
tended to take over the Tornado's capabil-
ity profile in electronic warfare, the project
"Successor Tornado, Part Procurement
F-35 including armament" anchored in the
Bundeswehr's special fund guarantees the
capacity to share nuclear weapons and oth-
er components of air attack capability con-
sidering the end of the Tornado weapon
system's operational life in 2030.

F-35A

Following the decision in March 2022 to
select the F-35A Lightning Il as the first
component of a Tornado successor solu-
tion, all preparatory measures for its reali-
sation have already been completed at the
BAAINBw. With parliamentary approval of
the project granted in December 2022 and
the signing of the Foreign Military Sales
(FMS) contracts with the US Government,
the procurement of 35 F-35A aircraft was
agreed upon in a total package approach.
This includes the delivery of aircraft with
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mission equipment, documentation, lo-
gistical support, participation in the global
spare parts supply, initial training of nec
essary personnel at US training locations,
industry support for initial operations at
Tactical Air Force Wing 33, and an initial
requirement for armament and munitions.
To ensure the timely reception of the first
aircraft in Germany, the project at the
BAAINBw works closely with the future
user Air Force and the Federal Office for In-
frastructure, Environmental Protection and
Services of the Bundeswehr (BAIUDBw),
responsible for the F-35 infrastructure proj-
ect at the Blchel site. The aim is to deliver,
take over, and achieve operational readi-
ness of the weapon system by the end of
this decade.

Heavy transport helicopter

The long-awaited procurement of a new
heavy transport helicopter (Schwerer
Transporthubschrauber or STH) to replace
the almost 50-year-old helicopters of the
CH-53G family is gaining momentum. The
project currently has a new financial and
policy basis thanks to the inclusion of "Pro-
curement of heavy transport helicopters"
in the Bundeswehr's special fund.

With the STH, the capabilities currently cov-
ered by the CH-53G in operational, tactical
air transport concerning the air mobility of
land forces/airborne operations, air trans-
port and qualified casualty air transport
will be ensured and secured. From the
Bundeswehr's operational experience and
the Bundeswehr's capability profile, the
STH is also intended to fill capability gaps in
range, endurance, and payload in the areas
of personnel rescue and repatriation (includ-
ing armed search and rescue), direct tactical
support of special forces from the air, and
national risk and crisis management.

Credit: Boeing

P-8A Poseidon

In June 2022, the Bundeswehr decided to
procure 60 CH-47F Block Il standard range
helicopters with air refuelling capability, the
so-called Chinook from Boeing. The pro-
curement is also conducted through a gov-
ernment-to-government transaction (FMS)
with the US Government. In addition to the
helicopters, the initial industry support (lo-
gistics, tools, ground support equipment,
training and training equipment) is included
to start flight operations at the Schénewalde
site. With the parliamentary approval of the
procurement granted at the beginning of
July 2023, the US Government was commis-
sioned to initiate the procurement.

The German requirements for the aircraft
are aligned with the US Army's configura-
tion and the already available market op-
tions to minimise technical and certifica-
tion risks. The Bundeswehr will be the first
armed force to receive the helicopters in the
standard range version with air refuelling
capability (AAR — air-to-air refuelling). The
first helicopters are scheduled for delivery
in 2027.

Maritime patrol aircraft
P-8A Poseidon

Maritime patrol aircraft (MPA) offer a sig-
nificant contribution to the long-range re-
connaissance capability over the sea and

CH-47F
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the wide-area anti-submarine warfare
from the air and remain indispensable for
the German Navy. Therefore, following
parliamentary approval in June 2021, the
Bundeswehr signed a contract for the pro-
curement of five P-8A Poseidon aircraft
from American manufacturer Boeing. The
need to expand the portfolio to eight air-
craft was ministerially acknowledged with
the signing of the phase document in Au-
gust 2023.

The BAAINBwW is also procuring the aircraft
through the FMS procedure with the US
Navy. The aircraft, developed since 2004
based on a comprehensively modified Boe-
ing 737-800, have been gradually replacing
the US Navy's P-3C fleet since 2013. More
than 160 P-8A Poseidon aircraft are now in
operation worldwide.

The core capability of the weapon system
lies in anti-submarine warfare. Using state-
of-the-art equipment such as sensors, sonar
buoys, and Mk54 torpedoes, submarines
can be detected and subsequently coun-
tered (anti-submarine warfare). The sensor
system consists of advanced computing
systems for acoustic processing, radar with
inverse synthetic aperture, synthetic aper-
ture radar, and other electronic support
measures. Additionally, the weapon system
is equipped for locating, classifying, and
engaging surface targets with guided mis-
siles (anti-surface warfare). The capability
for optical reconnaissance using high-reso-
lution camera systems, which also cover the
infrared range, contributes further to com-
prehensive situational awareness. The P-8A
Poseidon can also rely on modern commu-
nication and data link systems for combat
command, playing a special role in the com-
mand of combined forces in combat.
Furthermore, MPAs contribute significantly
to Search and Rescue (SAR) operations due
to their long range, which can be further
extended through air refuelling and modern
sensor systems. They can search large sea
and land areas from high and low altitudes
and coordinate the rescue from the air. This
includes dropping the UNI-PAC survival
package for SAR operations.

The delivery of the first five aircraft is planned
for 2025. |
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With BAAINBw Director Elmar Giinther,
Permanent Deputy Head of Air Department and Group Leader L1

ESD: What is the status of the two major

- FMS projects, F-35 and Heavy Transport
i Helicopter?
o, | Giinther: With the decision to procure the

: s o F-35A as part of a successor solution for the
; ¢ Tornado in March 2022 and the signing of
4 . the Letter of Offer and Acceptance (LOA)
g in December 2022, the F-35A procurement
P project has been in the realisation phase for
almost a year. The Foreign Military Sales
(FMS) government purchase process with the US in a “Total Package"
approach ensures that, in addition to the 35 aircraft, the conditions
for successfully starting flight operations and achieving initial opera-
tional capability by 2029 are in place. This includes participation in the
global logistics support for the F-35 and the associated shared spare
parts inventory, mission equipment, and the necessary ground sup-
port, auxiliary, and test equipment, as well as the training of Air Force
personnel at US training sites and support by industry personnel at
Tactical Air Force Wing 33 during the initial operation. The greatest
challenges stem from the need for coordination and alignment with
the parallel project to establish the necessary infrastructure for the
F-35A weapon system at Blchel Air Base, as well as the timely avail-
ability of suitable personnel to fulfil tasks in the areas of security, IT
services, and cybersecurity by the future user, namely the Air Force.
On 1 June 2022, the then Federal Minister of Defence informed the
parliamentary committees for budget and defence about the decision
to procure 60 CH-47F SR Block Il helicopters as a successor solution for
the CH-53G. With thisannouncement, steps were taken to procure the
helicopters as quickly as possible, also through the FMS programme. By
the end of August 2022, the coordinated Letter of Request (LOR) was
submitted to the US government agency. The parliamentary handling
and approval of the EUR 25 million proposal took place on 5 July 2023.
The LOA was signed by the BAAINBw in July 2023. The agreement
has now been confirmed by the US side and has come into force. The
US Government has been commissioned to initiate the procurement.
The delivery (transfer of ownership) of the first aircraft is expected 44
months after signing the LOA, meaning from mid-2027.

Credit: BAAINBwW

ESD: How is the implementation of the Future Combat Air Systems
(FCAS) progressing? What are the challenges in the upcoming proj-
ect phases?

Giinther: With the agreement between Germany, France, and Spain
on the next FCAS programme phase, industry companies from the
three countries are now set to jointly develop and test technologies for a
flight demonstrator. This marks the entry into the so-called work phase
1B, which has been in implementation since March 2023. Moreover,
we have concluded complementary national research and technol-
ogy contracts in parallel. Different objectives of the partners continue
to pose challenges, which are being resolved through close coopera-
tion and coordination. It is increasingly evident which technologies can
be matured and demonstrated in the upcoming phases. The concept
selection of the flight demonstrators, such as the New Generation
Fighter Demonstrator (NGFD), is entering the crucial next phase. We
are approaching the planned first flight of the demonstrators in 2029
in great strides. Both in this trinational programme and in our national
activities, absolute technological ground is being broken, which is lay-
ing the foundation for a powerful and adaptable System-of-Systems.
The largest innovation programme to date in the field of military
aviation technology development programme, involving a broad

German industrial and research landscape has created the basis in
the future in decisive fields of technology on an equal footing with
the rest of Europe.

ESD: Drones are playing an increasingly important role in current con-
flicts, such as the war in Ukraine. Is this reflected in the projects of your
department?

Glinther: The illegal war of aggression by Russia against Ukraine high-
lights the military utility of drones, which are being used intensively by
both parties to the conflict. Ukraine relies very heavily on tactical drone
systems. In this context, it can be seen that the number of procurement
initiatives for tactical drone systems to be evaluated in the Air Depart-
ment has increased significantly since the Ukraine war began.

A comparison of drone system procurements by Ukraine and the
Bundeswehr shows that Ukraine relies heavily on small drones in large
numbers. The relatively low procurement costs and high availability
of these small drones certainly contribute to this. Drones in this class
provide high-quality optical and infrared images and videos. Some are
even used to deploy effectors. Due to the low unit price, the loss of
these drones is more bearable than the loss of expensive and complex
drone systems. In some cases, logistical support is entirely dispensed
with. A disadvantage, however is the transmission of data over the
Internet and remote identification, where the position of operating
personnel or the drones themselves can be determined relatively sim-
ply. As a result, software changes are sometimes made to avoid this. It
is understandable that Ukraine largely foregoes comprehensive modi-
fications to drone systems, such as hardening measures, information
security, or safe flight operations, in favour of very rapid coverage.
This approach cannot be transferred 1:1 to a nation like Germany.
The BAAINBw, as the procurement authority, is subject to different
conditions. The approval or type certification of drones is carried out
according to the approval regulations of the Bundeswehr Aviation
Office (LufABw). Information security also plays an important role in
national and Alliance defence. The drone systems previously used by
the Bundeswehr are and will remain important components of the
reconnaissance and effect network. The enormous potential of com-
mercial small drones has been recognised. It is necessary to reduce
the adaptation effort for military flight operations to participate in the
short innovation cycles in the field of unmanned systems.

ESD: What is the status of the Pegasus project?

Glnther: About two and a half years ago, HENSOLDT was contracted
as the responsible general contractor to deliver an airborne electronic
signal reconnaissance system based on a Bombardier Global 6000 busi-
ness jet. Lufthansa Technik, as a subcontractor, has since coordinated
the procurement of the aircraft from the manufacturer Bombardier and
is responsible for adapting the aircraft and installing and integrating the
reconnaissance system developed by HENSOLDT. The three business jets
have since been delivered and have been in the first phase of modifica-
tion to accommodate the mission equipment since mid-year.

This year, we completed a crucial project phase in the Pegasus project
with the so-called Critical Design Review. This now allows the imple-
mentation of the system design proposed by the industry to begin.
The first ground and flight tests with modification components based
on the new system design are already planned for the coming year.
The first components will be delivered next year, which will then be
subjected to an extensive test programme.

The questions were posed by Lars Hoffmann.
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Sea Department (S)

The Sea Department (S) is responsible for the procurement and operation of ships and boats for the Navy,

naval-specificland, communication, and training facilities, and other specific naval equipment.

urrent status of selected projects
from the Sea Department:

Civilian ocean-going tugs
as an interim solution

The sea and salvage tugs in the720 and
722 classes could no longer be operated
economically due to their age and main-
tenance needs. To offset any capability
gap, an interim solution was chosen to
bridge the project planning period for
the successor solution by purchasing two
used vessels and subsequently adapting
them to the Navy’s needs as a pilot proj-
ect in the Procurement Task Force. The
first vessel, Rota Endurance, was com-
missioned by the Navy as the Rigen in
August 2023. The purchase of the sec-
ond vessel is currently in the procurement
process.

With this procurement variant, new
ground is being broken. Existing process-
es must therefore be approached flexibly
and in a result-oriented manner: mainte-
nance requirements due to previous use,
product changes or improvements due to

Credit: Bundeswehr

legal requirements (e.g., change of flag
state), and integration with the Navy's
communication and command systems
on a platform previously operated exclu-
sively in a civilian environment pose spe-
cial challenges.

Frigate Class 125 Project

The four frigates of the Class 125 (F125) are
designed for multinational, joint military
operations of low and medium intensity
with long deployment durations. The first

Rota Endurance on her last towing mission before being taken over by the Bundeswehr.
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bilities within a maritime task force and the
ability to engage sea and air targets.

The F126 class of frigates will provide a
platform with a focus on large-area anti-
submarine warfare designed to protect
task forces and sea areas. The modular
mission capabilities also allow for other
operational and mission needs to be
met. Two onboard helicopters and an
unmanned aerial vehicles, special forces,
an onboard medical team, or personnel
for communication and electronic recon-
naissance can be embarked. The official
start of construction of the first unit will

Artist's impression of the Class 126 frigate. take place in December 2023.

frigate to reach technical opera-
tional readiness and participate
in an operational deployment
was the frigate Baden-Wiirt-
temberg in October 2023. Fol-
lowing its participation in the
UNIFIL mission from May 2024,
it will complete the Indo-Pacific
Deployment 2024, including
participation in the major exer-
cise RIMPAC 2024, mostly with
the replenishment ship Frank-
furt am Main.

After a total of 14 months of de-
ployment, the Baden-Wiirttem-
berg is expected to return to Wil-
helmshaven in December 2024.
At this time, its sister ships Nor-
drhein-Westfalen and Sachsen-
Anbhalt will have completed their
scheduled maintenance and
will be available for training and
deployment. The newest F125,
Rheinland-Pfalz, will begin its
maintenance phase in January
2025, during which the new on-
board helicopter MRFH Sea Tiger
will be integrated into an F125
for the first time.

Frigate Class 126
(F126)

The existing procurement con-
tract for F126 includes four ves-
sels with an option for two ad-
ditional units. The frigates will
be capable of global deployment
across the full intensity spectrum
of three-dimensional naval war-
fare. The first vessel is expected
to be delivered in 2028, with
subsequent units following by
2032. As a modular maritime
capability carrier, F126 has basic
capabilities that meet continu-
ous operational commitments.
These include command capa-
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The corvette Kéin during shipyard sea trials.

K130 corvette
supplementary procurement

The construction and outfitting of the
K130 corvettes' supplementary procure-
ment (second batch) is currently under-
way, which includes boats 6 to 10. The
seventh boat, the corvette Emden, was
christened during a ceremonial event in
Hamburg in May 2023. The commission-
ing of boats 6 to 10 is scheduled to begin
in 2025.

u212CD

The first new U-boat U212CD is sched-
uled for delivery to Norway in 2029.
The respective contracts between the
parties BAAINBw, NDMA, and tkMS
cover the procurement of a total of six
identical U-boats — four for Norway and
two for Germany, with the first Ger-
man boat expected to be delivered in
2032. The design underwent a Prelimi-
nary Design Review in 2022 and is set
to complete its Critical Design Review
(CDR) in 2024. Parallel to the process
initiated in August 2023 for the CDR, the
newly constructed shipyard hall for boat
production was inaugurated, and the of-
ficial production start of the first boat
took place in September 2023 with the
participation of both nations' defence
ministers. The two procurement offices
will closely follow the industry's work
through the Joint Programme Office
(JPO) established in Kiel, Haakonsvern,
and Lahnstein, thereby deepening and
intensifying bilateral cooperation.

Credit: thyssenkrupp Marine Systems

Credit: Bundeswehr
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Artist’s impression of the U212CD design.

Class 123 Frigate -
operational until 2035

In order to maintain and adapt the capabili-
ties within the framework of ‘Ensuring Op-
erational Availability (SJEV)" of operation-
al, effective Class 123 frigates, extensive

measures to eliminate obsolescence and
implement outstanding product changes
are being carried out. This ensures that the
Brandenburg class units remain operational
until 2035. A comprehensive, system-wide
measure for the Class 123 frigate ‘Ensuring
Operational Availability’ (F123 SAEV) will in-

The frigate F123 Schleswig-Holstein during a trial voyage in the Skagerrak.



clude renewing the tactical radar systems
and the command and weapon deploy-
ment system, additional sensors and data
links, missile systems and the ASW system,
as well as the communication system. In
parallel, a Performance-Based Logistics
(PBL) contract will be concluded, including
efficient obsolescence management to en-
sure optimal system availability during the
remaining operational period.

Marine Operations
Supply Vessels

The new ships, capable of speeds up
to 18 knots, have a supply capacity of
11,000 m3 of diesel fuel and at least
500 m3 of aviation fuel. The capability
profile is supplemented by the ability
to land helicopters and the capacity to
store and handle up to ten containers
independently. Under the overall re-
sponsibility of NVL, the two vessels are
being built at the Neptun shipyard in
Rostock, part of the Meyer shipyard.
The start of construction and keel lay-
ing of the first ship took place in 2023.
The new operations supply vessels are
expected to be delivered in March 2025
and March 2026 respectively.

ES&D SPECIAL: [ |

Preliminary ship design for the Class 707 naval operational supply vessel.

Fleet service boat class 424

The procurement of three fleet service
boats of Class 424 plus a training and
reference facility for signal reconnais-
sance ensures the seamless maintenance
of seaborne signal intelligence capabili-
ties. The project is characterised by its
special requirements for above and un-
derwater reconnaissance components
for worldwide deployment, in conjunc-
tion with specific military demands such
as self-protection and command capa-
bility.

Outlook

In addition to the abovementioned proj-
ects, many other large and small projects
and product changes are currently being
developed in the Sea Department in close
cooperation with and with significant sup-
port from WTD 71, the Navy Arsenal, the
Navy, and other areas. These range from
the modernisation and obsolescence elimi-
nation of the U212A and F124 combat ves-
sels to the procurement of cross-sectional
electronic warfare systems and other navy-
specific systems and equipment (electro-

Credit: NVL
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Artist’s impression of the Class 424 fleet service boat.

optics, radar, navigation) to the modernisa-
tion of our WTD71 fleet and various excit-
ing future technology topics. Finally, four
selected examples provide a glimpse into
the order book of the Sea Department.

Connected sea mine counter-
measure capability (FvSma)

The need to maintain the capability for
sea mine countermeasures and the de-
ployment of sea mines was documented
with the approval of the phase document
‘Capability Gap and Functional Require-
ment Capability Carrier Connected Sea
Mine Countermeasure — FFF FVSma' in
January 2021. This marked the completion
of the first part of the analysis phase un-
der the responsibility of the Bundeswehr
Planning Office. The project responsibility
for the second part of the analysis phase
has now been transferred to BAAINBw.
Led by a project team in the Sea Depart-
ment, a solution proposal was submitted

A design draft of MUsE
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to the BMVg in October 2023. The goal
is a seamless transition from the current
capability-enabling units of the MJ332
class to the new capability carriers, which
can be commissioned depending on the
Bundeswehr's medium-term financial plan-
ning. For a transitional period until 2040,
the MJ332 class will be further modernised
and expanded with a so-called toolbox of
unmanned systems. This interim step will
lead to an improvement in the quality of
the data obtained during mine hunting and
the area search performance of the sys-
tem network sea mine countermeasure. In
order to handle anticipated scenarios, the
toolbox integration concept for the MJ332
class will use a strongly modular approach.

Next generation frigate -
air defence (NGFrig-AD),
frigate class 127

Following the approval of the FFF by the
Inspector General of the Bundeswehr

in February 2023, a solution proposal is
currently being developed in the second
part of the analysis phase, ‘Procurement
of a US Aegis/BMD Combat System and
its integration into an existing national
ship design,” to make a selection deci-
sion (AWE) by early 2025. The project
realisation is to be anchored in the 2026
budget. The goal is to have the first op-
erational ship (F127) ready from 2034
for the timely decommissioning of the
F124 class vessels, thus ensuring an un-
interrupted maritime capability for task
force air defence, including ballistic and
hypersonic threats.

Combat boats for the Naval
Battalion and the Special
Forces Command

New combat boats are being procured
for the Naval Battalion and the Marine
Special Forces Command (KSM) for their
respective requirements and operational
scenarios. The goal is to procure market-
available boats without development
shares. The project ‘Tactical Mobility on
Water (Subproject 2)" is in the realisa-
tion phase, aiming to procure fast rigid
inflatable boats (RHIBs) to replace the
RHIB 1010 currently used by the KSM.
Up to 21 boats will be procured through
a framework contract with a specified
initial equipment and a call-off quan-
tity. Contract conclusion is planned for
2024, with the first boats expected in
2025. The project 'Tactical Mobility of
Maritime Task Forces on Water (TP1)" is
also in the realisation phase. The boats
for the Naval Battalion are intended for
the transportation of personnel and
equipment in all operational areas of
the Bundeswehr, as well as for harbour
protection.

The transfer of personnel and materiel
is made possible across the high seas, in
the territorial sea, in estuaries and from
sea to land. Up to ten boats will be com-
missioned via a framework agreement
with a fixed initial equipment and a call-
off service. The contract is scheduled to
be concluded in 2024 and the first boats
are due to be commissioned in 2025.
The third sub-project, ‘Tactical mobility
on inland waterways’, was taken over by
the Maritime Division in August 2023.
The aim is to procure 12 boats for the
Special Naval Forces in an initial phase
to enable operations in inland waters.
A solution proposal will be developed
for this by the beginning of 2024. The
contract is expected to be concluded at
the end of 2024, with the boats being
delivered in 2025 and 2026.
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MUSE - Medium Support
Floating Units

The Medium Support Floating Unit
(MUsE) will meet the German Navy's re-
guirements for 2035+ as a needs-based
supply, support, and command unit at
sea. The multifunctional design, with
a flexible RoRo (Roll-on Roll-off) cargo
space, an internal stern boat ramp, and a
helicopter landing deck, enables not only
the core task of supplying units but also
the transport of soldiers and vehicles of
the Naval Battalion when required. Ad-
ditionally, special and specialist forces
can be deployed, and larger-scale patient
transports can be carried out.

What is equally groundbreaking is the ca-
pability to serve as a floating command
platform for unmanned systems — in the
air, on water, and underwater. This will
make current and future capabilities of
unmanned systems in the areas of recon-
naissance, communication, and combat
available worldwide from the sea.

The design is currently being developed with
external expertise and continuous Navy in-
volvement. With timely financing, the first ~ For a transitional period until the year 2040, the MJ332 class will be
unit could be operational by 2030. B modernised once more, here with Seefuchs.

Credit: Bundeswehr
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Information Technology Department (1)

IT specialists at BAAINBw are based in Koblenz/Lahnstein and Dresden. The employees are all experts

in their respective fields, whether as technical experts in one of the five project groups (13 to 17),

in the cross-sectional group I1, or as administrative officers in group 12.

dditionally, the department also

has its own departmental staff

(IAS) and departmental control-
ling (IAC) at its disposal. The departmen-
tal staff is responsible for organisational
and support tasks in the areas of infra-
structure, personnel & organisation, and
for further training.
Departmental controlling carries out tasks
in the areas of situational assessment and
evaluation (currently, particularly in rela-
tion to the special fund), decision-making
and process consulting. It is, so to speak,
the driving force of the department man-
agement, consisting of the head of depart-
ment and a deputy.

I

In the ‘Economics and Technology’ group,
fundamental cross-group topics are primar-
ily dealt with. In addition to the interface
with the R&T organisation (Research and
Technology), the topics include internal de-
partmental education and training, central
frequency management for all Bundeswehr
projects, management of training at the IT
competence centres, central address and
directory management for the Bundeswehr
intranet, software licence management for
the BAAINBw as well as logistics, technical

Connecting forces in
a federated mission
environment at any time,
in & short period of time
and at an optimised
lfevel of interoperability

Berter
command

and control and
decision-making with
improved information-
sharing

Facilitated by:

Federated
Mission
Networking

documentation and the SASPF implemen-
tation organisation for Department |.

In addition, service-oriented duties are
performed outside the department via ac-
cess to the Bundeswehr's IT System data-
base, assessment planning for internation-
al and national interoperability exercises
and tests, and operation of the GB BMVg
process portal as part of process manage-
ment. Furthermore, the role of Analysis
Phase Part | coordinator has been formed
in this group to examine new projects from
an IT standpoint as early as the initiative
stage and offer appropriate advice to re-
quirement sponsors and potential users.
The FMN (Federated Mission Networking)
team, as a NATO-initiated multinational
organisation aimed at standardising IT
services for mission networks, is also or-
ganisationally located in I1.

12

The ‘Economics/Law’ group (12) consists of
four contract sections and one price nego-
tiation section. The lawyers and adminis-
trative officials of group 12 are responsible
for the comprehensive handling of all legal
and pricing issues of the department.

The four contract sections 12.1 - 12.4 are
responsible for the contractual and legal

A coordinated approach
and the commitment of
FMN Affiliates to creafe,

maintain and evolve

capabilities enabling
federated mission
networking

Effective and
afficient mission
networking based on
comman management,
processes, activities,
technology, standards,
education and training

The Federated Mission Networking Team, responsible for standardising
IT services for mission networks, belongs to Department I.
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processing of projects. The procurement
and contract law experts work together
with the project sections to draw up con-
tracts for the proper implementation and
execution of individual projects. This in-
cludes, inter alia, preparing decisions on
the type of procurement, issuing and
evaluating tenders, negotiating and draw-
ing up contracts, and handling contracts.
Particular attention is paid to the so-called
EUR 25 million submissions. For these proj-
ects, approval by the Budget Committee
of the German Bundestag is necessary due
to the expected contract value of over EUR
25 million. Such submissions are processed
in close cooperation with the BAAINBw'S
Legal Department. The number of these
submissions is increasing, especially due to
the increase in budget funds as a result of
the special fund.

The price negotiation section 12.5 oper-
ates across the board within group 12 and
is responsible for the price law evaluation
of offers and price negotiation. Contract
design includes complicated talks with in-
dustry representatives to ensure the eco-
nomic effectiveness of the services to be
commissioned.

13

Various IT projects fall within the remit of
group I13. The most extensive project is the
Herkules follow-up project (HFP), which is
implemented in close cooperation with the
federally owned IT service provider, BWI
GmbH, to provide adequately equipped
office workstations for daily operations
throughout the Bundeswehr. The HFP
currently has an annual financial volume
of approximately EUR 1.7 billion. Group
I3 provides the majority of the HFP client
management and handles cross-section-
al tasks such as requirements, portfolio,
programme, regional, infrastructure and
financial management, as well as informa-
tion security and data protection. It also
performs technical tasks in the areas of
data centres, the Bundeswehr's private
cloud, network technology (WAN, WLAN,
LAN), telephony, file services and other
central services.

In addition, group I3 is responsible for vari-
ous IT armament projects according to the



specifications of Customer Product Man-
agement (CPM), such as the Bundeswehr
extranet, the new crisis prevention infor-
mation system of the Federal Government
and the modernisation of Bundeswehr
educational institutions.

14

Group 14 is primarily responsible for the
Bundeswehr's command and control in-
formation systems; at the core of group 14
is the ‘German Mission Network’ (GMN)
programme.

The GMN programme - formerly HaFIS -
was established in 2017 to combine and
efficiently manage the numerous indi-
vidual projects in the field of command
and control information systems. The
individual projects procure IT hardware
and provide IT services in stationary and
deployable data centres, among other
things. The heart of GMN is a uniform IT
platform through which information can
be exchanged and processed up to the
classification level SECRET - or comparable
internationally. Access to this system can
be made with various end-devices, theo-
retically from anywhere in the world. GMN
also provides the possibility to exchange
information with partner nations and thus
makes a valuable contribution to Germa-
ny's international commitments.

Other projects such as the IT equipment for
special forces are also handled by group 14.

15

The group 15 ‘Command and Control In-
formation Systems, Command and Weap-
on Employment Systems mobile/seagoing/
specific, Cyber Defence Technology and
Crypto Systems' consists of five sections
that handle various command and con-
trol information systems, but also com-
mand and weapon employment systems,
structured by dimensions. In addition to
providing software, the initial provision
and continuous regeneration of hardware
plays a major role in this group. The prod-
uct portfolio covers the land, air, sea and
space domains.

Another focus is the topic of crypto mod-
ernisation. With this programme-like
project, the Bundeswehr will be provided
with the capability of modern, encrypted
information exchange, taking into account
quantum computer resistance.

16

The ('yellow’) signals specialists of Depart-
ment | are mainly concentrated in group 16.
With its eight sections, this group covers

information transmission across the en-
tire electromagnetic frequency spectrum,
ranging from the longest waves for com-
munication with submerged submarines
to the Ka-band of satellite communication.
Thanks to a double-digit billion euro
amount from the Bundeswehr's special
fund, the employees of group 16 can re-
alise a complete system and generation
change in large areas of radio communi-
cation.

For the command and control capability
of the armed forces, this means not only
a quantum leap to a top position within
NATO, but also, in keeping with the Zeit-
enwende (turning point), a modern and
above all, threat-appropriate equipment
for the first time in many years. The ma-
jority of group 16s projects are highly com-
plex with varying degrees of system and
platform integration in the design.

The comprehensive renaissance of short-
wave radio, the massive expansion of NA-
TO-interoperable radio communications,
tactical data links (Link 16, Link 22), the
procurement of new satellites, the com-
plete and continuous digitisation of the
mobile command and control capability of
the land forces (D-LBO), the procurement
of up to 191,000 speech sets with hear-
ing protection, the generational change in
military mobile radio networks (deployable
and mobile), radio-based command post
networks, the new deployable and mobile
directional radio network, the complete
replacement of old troop radio equipment
with modern, digital software defined ra-
dios, but also not forgetting the cable con-
struction teams represent just a selection
of current topics.

pTalme e ~ ARy
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The sheer number, volume and contents
of this project selection illustrate that the
daily business of the ‘signals specialists’ in
group 16 is the practical realisation of the
Zeitenwende. Currently, the employees of
group |6 are undoubtedly experiencing the
most exciting but also most challenging
and above all busiest time in decades!

17

Group 17, located in Dresden, is responsible
for IT projects which, among other things,
ensure the cross-sectional usable IT equip-
ment in the context of the HERKULES con-
tract, but also in the areas of deployment
and exercise. The group's primary focus is
on project planning of IT services for the
Bundeswehr. This includes collaborative IT
services such as DokMBw, GroupwareBw
and BwMessenger, which are used na-
tionwide in daily service operations. In the
area of end-devices, the SINA service of the
Bundeswehr, which establishes IP-based en-
cryption of communication in the IT system
of the Bundeswehr up to the classification
level SECRET - or internationally comparable
(with the exception of telephony and radio
communication) is established in group 17.
Further areas of responsibility include the
support of different end-devices such as
mobile workplace equipment, smartphones,
tablets, the Bundeswehr's video conferenc-
ing service, as well as IT equipment and its
operation for Bundeswehr offices abroad.

This group also manages and maintains
cross-sectional procurement framework
contracts for IT equipment that may be
used within the BMVg's entire area of re-
sponsibility. |

Thanks to the Bundeswehr’s special fund, a complete system and generati-

onal change in many areas of radio communication could be realised.
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Interview

With Brigadier General Dr Volker Pétzsch,

ESD: General, you took over the leadership of the Informa-
tion Technology Department at BAAINBw in February this year.
Please share your impressions with us.

Potzsch: Despite having had the opportunity to work more or
less closely with BAAINBw over the past years and decades, |
have found the first months in my new role to be extremely
instructive. The true extent of the daily tasks and the complexity
of project work — especially in the IT sector — can only be fully
understood when one has had the chance to look intensively
behind the scenes. The knowledge, skills, and dedication with
which the team in Department | tackles these tasks on a daily
basis have impressed and inspired me from day one. Particularly
in the very intensive and often extremely time-critical work on
various projects funded by the special fund, | repeatedly wit-
ness the strong identification of my team members with their
core mission: to equip the troops with the means to make them
capable of contemporary digital command. Questions such as
"What really helps the troops technically?" and "How can we
implement these things as quickly as possible?" are constantly
being asked and answered. | find that truly remarkable!

ESD: Besides D-LBO as a large-scale programme, which projects
do you consider particularly noteworthy and what added value
do they generate for the troops?

Potzsch: It is hard to know where to start and where to end.
It is important to understand that we must consider the entire
functional chain of various IT services and projects to ensure
seamless command capability over virtually any distance in all
phases of peace, crisis, and war, from the highest level of the
Ministry of Defence down to the individual soldier. This means
that while individual projects, such as TaWAN, SATCOMBw, or
others, stand out due to their financial volume and technical
complexity, they can only be effective if a multitude of smaller,
less conspicuous projects are also implemented properly and on
time. Command capability is a real team effort, even technically!

ESD: How do the projects in your department benefit from the
Bundeswehr’s special fund? Approximately EUR 20 billion are
earmarked for the command portion.

Potzsch: The special fund represents a real quantum leap for
us — as it does for many parts of the Bundeswehr. The projects
funded by the special fund will significantly improve the entire
command capability chain described earlier, and in some cases,
establish digital capabilities for the first time. This starts with
"simple" things such as headsets with hearing protection for
every soldier, includes our flagship D-LBO, and extends to in-
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Head of the Information Technology Department.

novations like future radio relay systems, where we want to
introduce systems that can be carried and operated by individual
personnel for the first time. | believe it is not an exaggeration to
speak of a quantum leap here.

ESD: What special challenges do you foresee for your depart-
ment?

Potzsch: The special challenge lies in continuously coordinating
the generally isolated projects in terms of their timing and espe-
cially their technical-functional processing so that the command
capability chain truly functions seamlessly afterward. It is repeat-
edly evident that despite all the technical expertise of my team
and the involved industry, we regularly encounter (technical) sur-
prises that require short-term reactions. As | mentioned earlier,
it impresses me almost daily how well this consistently works.

ESD: Looking into the future: The terms "artificial intelligence"
and "software defined defence" are on everyone's lips. What
significance do these topics have in your department?
Potzsch: Enormous. While artificial intelligence (Al) seems to
have reached the general public at least since ChatGPT, we still
have several steps to take. This is not surprising, as everyone can
probably understand that Al applications in the military environ-
ment must be selected, developed, and ultimately deployed
with great caution. At the same time, there are a large number
of different application areas and cases that are conceivable. For
us as an office, this means that we need and want to engage
particularly intensively with this issue. The leadership of BAAIN-
Bw has therefore tasked Department | with acting as the central
body to coordinate questions and tasks related to Al, as well as
other future technologies from the IT field, for our office. This is
a really exciting task, which | am very pleased about.

Software defined defence, in other words, the intention to retrofit
or newly equip current and future platforms and weapon systems
in such an [T-centric manner that maintaining or enhancing the
operational capability of these systems can be achieved quickly and
agilely through IT solutions, is also a central task. For Department
I, this means that we will increasingly have to act as consultants
for the traditional platform-equipping departments. At the same
time, we will also be required to provide innovative IT solutions for
improvements to these systems. Both are highly exciting but also
challenging and demand flexibility from my employees. However, |
am more than convinced that they will accept and overcome these
challenges. In the team, or as we like to say, |-Together!

The questions were asked by Lars Hoffmann.
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The IT Support Department (G) in the Federal Office for Equipment, Information Technology and Use

of the Bundeswehr (BAAINBw) is the central service provider for IT support of the administrative and

logistical processes of the Bundeswehr.

his means: For business processes

such as payroll, material manage-

ment, maintenance, transport and
health care, qualified and reliable IT services
are provided and operated by Department
G for deployment and deployment-like
commitments of the Bundeswehr.
With complex IT projects, Department G
continuously digitalises the Bundeswehr's
processes, thus enabling, among other
things, the evaluation of data in real time
and thus making a significant contribution
to the ability to control and make decisions
at all levels.
Department G consists of various groups
whose sections are organised according to
the main business processes and interlock
like cogwheels. The groups are supported
by the work of the Department Staff (GAS)
and Department Controlling (GAC), as well
as the Programme Organisation ERP/SASPF
(ProgOrg ERP/SASPF), which is currently
unique in this form in the BAAINBw.

The Department Staff GAS is responsible
for personnel, security and infrastructure
matters. GAC deals with the overarching
controlling tasks of Department G and
derives recommendations for action from
the reporting system. The Programme Or-
ganisation ERP SASPF performs the opera-
tional tasks of programme management
for the SASPF Programme Manager and,
with the help of the SASPF overall planning
in connection with the preparation of the
budget-justifying documents, lays the basis
for meeting the requirements assigned to
the ERP SASPF cluster.

The clusters are the essential basis for holis-
tic and cross-organisational management
of the Cyber/IT sub-portfolio within the
framework of the digitalisation platform of
the Federal Ministry of Defence's area of
responsibility.

Group G1, as a cross-sectional business/tech-
nology group, has various tasks in the areas
of IT service management, technology and

application support services, among others.
The fields of activity of Group G2 Business/
Law lie in the implementation of award pro-
cedures (SASPF and systems in use), contract
conclusions, billing and legal matters. The
processes of personnel/organisation/indi-
vidual training belong to the fields of activity
of Group G3. Group G4 is responsible for
IT support of the main/business processes
of armaments, logistics, infrastructure and
environmental protection. This is also where
the area of technical innovations and data
management lies. The task spectrum of
Group G5 includes, inter alia, planning and
controlling components, accounting and
projects in the field of health care.

Current projects

SASPF Retrofit

The SASPF system landscape of the
Bundeswehr is a highly complex and inte-
grative operational network consisting of a

100% Tec-Knowledge
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Reasons for the introduction of SI4HANA in the Bundeswehr.

multitude of individual, interconnected IT
solutions. The Bundeswehr's major special-
ist information system, known by its acro-
nym SASPF (Standard Application Software
Product Families), is where all the key IT
strands supporting logistical-administrative
activities converge.

The ERP (Enterprise Resource Planning)
modules for procurement, maintenance,
infrastructure, controlling, accounting or
personnel management are an integral
part of the Bundeswehr's SASPF system

This system network extends not only to
central IT systems of the domestic base,
but also to autonomous and decentralised
IT systems, which are successfully used on
the Bundeswehr’s ships and boats.

Currently, the Bundeswehr is converting the
SASPF system landscape to the ERP successor
solution SAP S/4AHANA - SAP's next-genera-
tion product. With the switch to S/AHANA,
the Bundeswehr is building a powerful and
innovative platform for its business process-
es, which opens up innovative access to new

The 'SASPF Retrofit’ project is responsible
for converting a significant portion of the
SASPF system landscape to S/AHANA. The
mission for the project with the highest pri-
oritisation in Department G at BAAINBw
is: Migration of the central domestic sys-
tem including the decentralised systems to
S/AHANA by the end of 2025.

The transition of the existing SASPF sys-
tem landscape marks a central change of
course. Based on this powerful platform,
the Bundeswehr will not only be able to
maintain important capabilities but also
develop them consistently and rapidly. The
project thus makes an indispensable con-
tribution to future-proof and sustainable
logistical and administrative supply for the
Bundeswehr - whether in the domestic
base, in the context of national and Alliance
defence or in deployments and exercises of
the armed forces.

In order to meet the 2025 target date and
manage the complexity associated with
the S/AHANA conversion, the focus of
the SASPF Retrofit is clearly on the techni-
cally necessary implementation measures.
Only the procedural measures necessary
for this are part of the project scope and
are incorporated into the migration plan-
ning. A brownfield approach is being pur-
sued. This means: The conversion of the
Bundeswehr's existing central ERP system
into an S/AHANA system.

The 'SASPF Retrofit’ project focuses on the
successful conversion of the Bundeswehr's

landscape. digital functionalities and processes. SASPF ERP system for IT support of the
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main processes of accounting, logistics,
organisation, infrastructure, environmen-
tal protection and armaments. The decen-
tralised systems that exchange information
with the central system will also be con-
verted to the new technology.

The technology under S/4HANA for the
decentralised systems is the new industry
solution SAP S/AHANA Defence & Security
(D&S). D&S is to replace the currently used
industry solution Defence Forces & Public
Security (DFPS) by 2025 at the latest.
Accordingly, the SASPF project's mission
also includes migrating the central system
and decentralised systems to Defence &
Security. The aim is to maintain the cur-
rent range of functions as completely as
possible. At the time of migration, about
30 to 40 decentralised systems will be in
use. These exchange data with the central
domestic system.

To maintain the consistency of the master
data underlying the data exchange, the
decentralised systems cannot simply be
brought to S/4AHANA by system conversion,
but must be rebuilt from a template system
based on S/AHANA.

This means that the central domestic sys-
tem communicates with decentralised
systems only on the basis of ERP DFPS be-
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fore its conversion. After the conversion,
communication will only be on the basis
of S/AHANA D&S. This means that the fi-
nal data replication of each decentralised
system based on Enterprise Resource Plan-
ning must be completed before the start
of the business downtime of the central
domestic system. The initial data loading
of the decentralised systems can only begin

after the conversion of the central domestic
system is complete. After that, the systems
are deployed on board the ships and boats
of the Bundeswehr.

The conclusion is that the S/AHANA plat-
form allows for shorter innovation cycles
and makes a significant contribution to the
digitalisation of the Bundeswehr. It will thus
make a significant contribution to the oper-
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ational capability and striking power of the
Bundeswehr - factors that are more crucial
than ever in view of the current world politi-
cal situation.

Strategic Steering Dashboard

For the implementation of the Zeiten-
wende (turning point), the strategic steer-
ing capability of the Federal Ministry of De-
fence's area of responsibility is of decisive
importance. To support strategic steering,
leaders need valid figures, data and facts as
a reliable basis for decision-making.

Until now, this information has been col-
lected, compiled and prepared manually on
an ad hoc basis by querying responsible
specialist departments or using SASPF, in-
ternal databases and other systems. The
aim of the Dashboard for Strategic Steering
(DSS), a modern application of the ‘IT Sup-
port Controlling’ project from BAAINBw
Department G5.2, is to simplify and accel-
erate this process.

Originally conceived and developed as a
source of information for the Head of the
Cyber/Information Technology (CIT) De-
partment, further information needs were
identified by other departments in the Fed-
eral Ministry of Defence, which are now
reflected in the dashboard. To this end, the
dashboard offers 13 content areas, e.g.,
budget, Bundeswehr special fund, portfo-
lio management, capabilities, companies,
programmes/projects, material, organisa-
tion and personnel, procurement and in-
formation security.

As an entry point, users have access to a
customisable key performance indicator
(KPI) overview page. The dashboard is au-
tomatically supplied with data from SAP
ERP (e.g., federal budget, cash and ac
counting procedures, IT support control-
ling customer product management, pur-
chasing data), SAP Bl (e.g., digitalisation of
material operational readiness reporting) as
well as systems in use and other proprietary
databases (e.g., EUR 25 million template
database) and presents this data as a single
source of truth in prepared form as key fig-
ures, graphics and detailed analysis views.
Modern analysis tools such as predictive
analytics support the evaluation of data
sets in order to determine and display Al-

supported forecasts and future develop-
ments (e.g., expenditure forecasts for bud-
get funds, material stocks).

For further complex detailed analyses,
the dashboard also offers comprehensive
self-service on the entire data inventory of
the Strategic Steering Dashboard, which
enables data from the connected IT sys-
tems to be linked. In total, 15 previously
isolated IT procedures are thus combined
under one application. This significantly
expands the previous data potential. The
results of this data compilation are also
used for ministerial reporting. With the
help of comprehensive export functional-
ity, it is possible to create individual report
formats in MS Word format and to gener-
ate these at any time automatically with
(daily) current data. This saves time and
resources and thus contributes to efficient
administrative action.

The dashboard already offers Bundeswehr
users a wide range of information and
evaluations. After completion of the imple-
mentation phase, which was on time and
within budget, the focus is now on validat-
ing the quality of the displayed data during
use in order to ensure the reliability of the
decision-making bases. Data quality is the
essential prerequisite for providing lead-
ers with reliable information and enabling
them to make informed decisions. Thus,
efficient support for strategic steering also
directly contributes to the fulfilment of the
Bundeswehr's mission.

IT equipment for translation

services of the Bundeswehr

In addition to SASPF solutions, Depart-
ment G projects include the complemen-
tary product IT Equipment for Translation
Services of the Bundeswehr (ITAULBw).
The core of the project in BAAINBw De-
partment G5.4 is software that serves as
a central translation environment for the
Bundeswehr's language mediation service.
Source texts, target texts, translation sug-
gestions and all relevant translation sources
are integrated on a clearly arranged work
surface. All translations made are stored
in databases. The software thus enables
maximum reuse of already translated text
passages, which increases the translation

Key milestones
July 2018

Start of the implementation of the Chief Information Offi-

cer Dashboard (Department Head CIT) (CIO Dashboard).

October 2019
February 2022

November 2023
phase.
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Further development of the Department Head CIT/Department
Head Dashboard A.

Further development of the Strategic Management Dashboard.
Completion of further development — start of the operational

speed compared to pure text processing
solutions and allows the translation results
to be kept as consistent as possible. A large
number of commercial electronic diction-
aries are integrated as translation sources.

With the addition of Neural Machine
Translation (NMT), the project has had
a trainable Al since 2020. This modern
machine translation solution already pro-
vides a fast, qualitatively sufficient trans-
lation for the first content development
for the Bundeswehr's language media-
tion service. This allows the Federal Of-
fice of Languages to translate and deliver
large volumes of text in the shortest pos-
sible time when compromises in quality
can be accepted. Thanks to the transla-
tion resources (translation memories and
Bundeswehr terminology) available at the
Federal Office of Languages, the system
can be trained with department-specific
data and thus optimised for Bundeswehr-
specific texts.

At the same time, the introduction of Al is
accompanied by a change in the translation
process, as the translating and reviewing
staff of the language mediation service in-
tegrate the new translation technologies
into the professional processing of trans-
lations, not only keeping an eye on the
quality of individual translations but also
driving forward the further optimisation
of the technologies with the high-quality
data. After all, an Al'is only as good as the
data it is trained with.

Since the expansion of the terminology in
2022, the IT equipment for translation ser-
vices of the Bundeswehr has also provided
the successor solution to the lexicographic
information system (LEXIS), which offers
a platform for maintaining and providing
Bundeswehr-specific foreign language ter-
minology. The LEXIS terminology is avail-
able to all IntranetBw users.

In 2023, numerous steps in the Al transla-
tion process were digitalised by implement-
ing process automation software. This soft-
ware reduces the need for manual steps to
a minimum. As a side effect, this software
can be used to automate the connection
to the order management system (AVS) for
translation orders in 2024.

The IT equipment for translation services of
the Bundeswehr is operated and provided
by BWI GmbH. This ensures stable opera-
tion and support for the Bundeswehr's
language mediation service and all
Bundeswehr members.

The projects presented are, alongside more
than 30 other current projects in Depart-
ment G, a good example of the digitalisa-
tion strategy in the Bundeswehr, especially
with regard to accelerating processes and
efficiently using available resources. |
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Department of Complex Services/Procurement (E)

The scope of Department E - Complex Services/Procurement encompasses all three pillars of equip-

ment and usage management: The Bundeswehr Procurement (EinkaufBw), demand coverage through

Complex Services (KDL) and, in part, the procurement of materiel solutions according to Customer
Product Management (CPM), soon to be Project-Related Demand Coverage and Usage (PBN).

he tasks are carried out at the Lahn-
stein and Koblenz locations in three
groups with 13 sections.

Groups E1 and E2 - part of
the Bundeswehr procure-
ment

The EinkaufBw encompasses both op-
erational and strategic procurement of
products, rights, and services relevant
to the Bundeswehr for use and opera-
tion within the portfolio of the Federal
Ministry of Defence (BMVg), as well
as commercial and market-available
items.

Approximately 1,000 procurement offices
cover the subsequent spare parts require-
ments for weapon systems and equipment
in the usage phase, as well as requirements
within the framework of joint departmen-
tal procurement (e.g., Kaufhaus des Bundes
[KdBund)).

The core tasks of the EinkaufBw are timely
or punctual demand coverage (security of
supply), demand coverage with due regard
to economic efficiency, as well as consider-
ation for sustainability and service quality.
In doing so, the EinkaufBw considers the
procurement process from the purchase
requisition to delivery.

Department E consists of an operational
and a strategic procurement level. The
overall responsibility and technical super-
vision for the procurement process lies
with Sub-department A Il (future RU I) of
the BMVg as the Procurement Director-
ate. There, the EinkaufBw's organisational
structure is established, the procurement
strategy is approved, and related guidelines
are published.

An essential element of the EinkaufBw
system is strategic planning and control
through independent segment manage-
ment in cooperation with the requisitioning
department; this is the responsibility of the

Einkauf

procurement managers at the office level.
Through the establishment of the strate-
gic procurement process and the resulting
optimisation of demand planning in coop-
eration with the requisitioning department,
lasting success has already been achieved.
The main focus is on a concluding frame-
work and successive delivery contracts with
suppliers of the Bundeswehr with a multi-
year term, thereby securing medium and
long-term demand coverage.

The strategic control and planning of
EinkaufBw is carried out with the help of an
annually approved dynamic procurement
plan, aligned with the procurement strat-

der Bundeswehr
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egy. In addition, the procurement manag-
ers and Procurement Directorate are sup-
ported by a

target and performance indicator system..
This allows obstacles and difficulties to be
identified early, analysed and eliminated
with targeted measures.

Procurement in the Bundeswehr is sub-
ject to constant evaluation with the aim
of identifying and implementing potential
optimisation. This is intended to result in
an (even) faster provision of the required
supply goods.

Concrete progress is made, for example,
through the organisation according to pro-
curement segments, the improvement of
preliminary processes and the adaptation
of SASPF processes for the automation of
demand coverage of commercial material
(electronic catalogues, electronic procure-
ment files, electronic marketplaces).

A Basic and Support Component (GUK)
has been set up for EinkaufBw to specifi-
cally support procurement management.
Within the context of EinkaufBw's estab-
lished information and communication
model, procurement information and ac
tion aids can quickly be given centrally to
all role holders.

Department E is a key player in the AIN
portfolio, both in the area of strategic con-
trol and in the operational coverage of the
Bundeswehr's operational requirements.
The resulting tasks in the Bundeswehr's
procurement are handled by the strategic,
operational and supporting elements in
Groups E1 and E2.

Group E1 comprises three sections. It per-

forms tasks particularly in the area of the

Basic and Support Component:

Section E1.1

® Principles, procurement development
and planning

¢ Further development of EinkaufBw

e Manage EinkaufBw performance pro-
cess, procurement business process

® Procurement analysis and statistics

¢ (Catalogue management (KdBund)

e Sustainability in procurement

Section E1.2

e Service master records, contract record-
ing and framework agreement data-
base

e Order information, contract statistics
and creditor data management

¢ Investment audits (Foreign Direct Invest-
ments)

e Economic information and register in-
formation

e Bundeswehr reporting office for Euro-
pean statistics on complex central arma-
ment projects and the Contract Statis-
tics Ordinance

40I
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Section E1.3

e Examination and control of demand
requirements, technical coordination

e SASPF coordination

e Drawing and design office, drawing
management

e Offer collection point, preliminary re-
ceipt

Group E2 is divided into five sections
and, as part of EinkaufBw, performs both
strategic segment planning in procure-
ment management and operational tasks
at the procurement segment-specific
level. To achieve the primary goal of im-
proving materiel operational readiness of
the Bundeswehr, the BAAINBw is focus-
ing more on its core competencies in the
armament and utilisation process and is
therefore transferring the procurement
of commercial materiel without weapon
system reference to the Federal Office for
Infrastructure, Environmental Protection
and Services of the Bundeswehr.

The procurement segment-specific orien-
tation enables, in particular, the targeted
demand for requirements on the procure-
ment markets through the development
and implementation of specific procure-
ment strategies for each procurement seg-
ment. With the support of procurement
analysis (BAAINBw E1.1) for all procure-
ment segments, uniform procurement
throughout the Bundeswehr is made pos-
sible in the procurement segments.

In addition to the already transferred
responsibilities for the procurement seg-
ments Construction Technology and Of-
fice Materials, Office Equipment, Office
Technology and Stationery, Heating Oil
and Pellets, Packaging Materials, Oc-
cupational Safety and Accident Preven-
tion, as well as Auxiliary Materials and
Additives, the procurement segments
Medical Materials, Operating Equipment
/ Workshop Equipment / Tools, as well as
Machine Elements, Fasteners, Fittings will
follow soon.

The strategic tasks for the procurement
segments in weapon system-specific
and cross-sectional areas are combined
in Section E2.1. Section E2.4 takes over
the strategic consideration for the Pet-
rol, Oil, Lubricants (POL) area to ensure
the supply of operating materials for the
Bundeswehr at home and abroad. In ad-
dition, E2.4 procures the total require-
ment for single-use goods in the field
of medical materials such as medicines,
vaccines, blood products, personal pro-
tective equipment and thus also takes on
operational tasks.

Sections E2.2, E2.3, E2.4 (in transition)
and E2.5 focus on operational tasks that

deal with the concrete procurement of
products for operational needs via the
EinkaufBw demand coverage variant.
These mainly include the following tasks:
¢ Implementation of specified procure-
ment strategies and standards
¢ Conducting award procedures
e Order processing including assertion
and enforcement of warranty rights
¢ Legal assessment of performance dis-
ruptions and assertion of correspond-
ing claims
¢ Incoming inspection of deliveries and
invoices
The four abovementioned sections pro-
cure almost the entire subsequent spare
parts requirement of the armed forces in
connection with the weapon systems in
the operational phase.
Since December 2023, the subject areas
in the sections have been aligned accord-
ing to weapon systems, so that the sub-
sequent spare parts requirement is cov-
ered here in a weapon system-specific
manner. This combines the weapon sys-
tem-specific competence and promotes
cooperation with the corresponding proj-
ects. Sections E2.2, E2.3, E2.4 and E2.5
thus largely reflect the new procurement
segments (Air, Land, Sea, Cyber/IT and
cross-sectional elements).
As part of EinkaufBw, Group E2 is in a
constant process of optimisation. The
regular aim is to improve service qual-
ity and performance as a contribution to
ensuring the supply of the armed forces
through timely coverage of operational
requirements.
Essential instruments for this are the
stronger focus on weapon systems and
products in use by the Bundeswehr as
well as sustainable strategic planning
with clear responsibilities.

Group E3 -

Public-Private Partnerships / Complex
Services

Public-Private Partnerships / Complex
Services represent the third pillar of the
equipment and utilisation process. This
is a form of demand coverage that can
occur in all areas of responsibility and
processes of the Bundeswehr and can-
not or should not be fully covered by its
own forces. In contrast to procurement
according to CPM or via EinkaufBw, the
focus here is not on the product, but on
the service itself.

Sections E3.2 to E3.4 are each set up as
organisational elements for the project
management of KDL projects, which
takes over both the technical-logistical
and overall management of the proj-
ects. Here, complex service projects are



systematically developed, realised and
further developed. The scope of tasks
of Section E3.5 mainly comprises the
contract and price negotiation respon-
sibility for the projects Bw-Fuhrparkser-
vice GmbH (BwFPS), Heeresinstandset-
zungslogistik GmbH (HIL), Needs-Based
Warehousing and Clothing Manage-
ment. Extensive service or framework
contracts exist with each of the three
federal companies in the BMVg's portfo-
lio, BWFPS, HIL and Bundeswehr Bekleid-
ungsmanagement GmbH (BwBM). With
regard to the KDL HIL, corresponding
adjustments to the contracts have now
become necessary.

The future-oriented alignment and fur-
ther development of HIL GmbH into the
target structure 2031 follows the ratio-
nale of state security provision and takes
into account, in particular, the security
policy and planning-guiding require-
ment for the capability of national and
Alliance defence. This future-oriented
alignment is intended to increase the
agility, flexibility, resilience and espe-
cially the performance of HIL GmbH in
order to ensure a decisive contribution
to the materiel operational readiness

of the land forces. The owner strategy
developed for this describes what HIL
GmbH should be able to do and achieve
in the future in order to meet the main-
tenance needs of land systems for the
Bundeswehr. The contractor's corporate
strategy with eight specialist concepts
describes how the goals set with the
owner strategy are to be achieved for a
target structure in 2031.

A core element of HIL GmbH's future-
oriented alignment is, among other
things, the significant increase in the
service portfolio to around 5.8 million
maintenance hours annually. The 2031
target structure also envisages a signifi-
cant additional personnel requirement. In
addition, technical qualification is being
advanced in breadth and depth in order
to keep pace with the advancing digitali-
sation of land systems. Last but not least,
the necessary infrastructure must also
be provided. Among other things, the
plants in Sankt Wendel and Doberlug-
Kirchhain will be expanded and further
developed into competence centres for
‘tracked vehicles’ and ‘wheeled vehicles’
respectively. The Darmstadt plant will be
transferred to a newly constructed ser-
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vice centre of the branch organisation
close to Darmstadt.

After two years of work by the project
section E3.3 together with the contract
section E3.5, the shareholder BMVg A Il
3, and many other participation commit-
tees, these and other measures have been
incorporated into the service description
and the new service contract (8th amend-
ment agreement and at the same time
new version). With the parliamentary
procedure and approval in the Budget
Committee of the Bundestag in Novem-
ber 2023, not only has a considerable step
towards the ‘Future of HIL' been achieved,
but budget funds amounting to EUR 13.4
billion have also been approved until 2034
for the realignment of HIL GmbH.
Section E3.6 handles the contract and
procurement law processing for the proj-
ects it is responsible for. In addition, this
section is responsible for the award and
contract processing for the Bundeswehr's
transport system (modes of transport:
road, rail, air and sea). The section is thus
the central awarding office for ensuring
the Bundeswehr's transport require-
ments for both basic operations including
exercises and for deployment. |
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Department of Technical, Economic,
and Logistical Cross-sectional Tasks (T)

The main technical, logistical, and economic cross-sectional tasks of BAAINBw

are concentrated in Department T.

epartment T thus has a very broad
portfolio of tasks:

¢ Management: R&D projects, official as-
sistance, capacity-building projects

e (Coordination: operational evaluation,
immediate initiatives for deployment

e Support: BAAINBw management, proj-
ects, other departments, in all logistics
processes as well as product-related
protection tasks, technical ergonom-
ics and the utilisation of Bundeswehr
materiel

e External representation: other organ-
isational areas, agencies, departments,
partner nations and international insti-
tutions

e Authorising body: transport authorisa-
tions, expert activities: accident investi-
gations, price audits

Department T combines cross-sectional

specialist tasks and is an essential cog in the

operations of BAAINBw. Furthermore, the

department is heavily involved in topics of

strategic R&D management and the Utili-

sation Agenda. Thus, Department T also

plays an important role in efficient arma-

ments and utilisation management.

Group T1

The following tasks are combined in Group
T1: operational matters, overall coordina-
tion of R&D, international cooperation,
project-related international departmental
agreements, official and capacity building
assistance.

Group T1's portfolio is complemented
by the tasks of modelling and simulation
(M&S), Concept Development and Experi-
mentation (CD&E), geoinformation sys-
tems, military equipment of other states,
national and international standardisation,
and technical delivery conditions.

In addition to other tasks, Section T1.1 is
the central contracting section for Depart-
ments ZA, T, ZtQ, as well as the Manage-
ment Staff and Staff J. It is responsible
for official and equipment assistance and
concludes necessary disposal or disposal
contracts and country transfer contracts
in the case of transfers to other states for
the utilisation of decommissioned military
equipment. The coordination of the task
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of capacity-building programmes is also
carried out in this section. The aim of ca-
pacity-building assistance is to strengthen
partner nations and allies to enable them
to consolidate peace, deal with post-crisis
situations, but also to prevent and manage
crises on their own in a sustainable manner.
Inindividual cases, T1.1 also draws up man-
date contracts to support partner states.
Section T1.2 takes the lead in negotiat-
ing and concluding project-related inter-
national armaments cooperation with
other nations - also within the framework
of cooperation with various international
organisations and agencies (e.g., NATO,
EDA and OCCAR). In addition, T1.2 su-
pervises the US Department of Defense's
"Foreign Military Sales" (FMS) programme
on the German side. The area of arma-
ments cooperation includes drafting and
negotiating agreements such as Memo-
randa of Understanding, Project Arrange-
ments and Data Exchange Arrangements
(DEA). In the FMS procedure, contracts are
concluded with the US government for
the procurement of weapon systems and
associated spare parts as well as training
contracts.

Section T1.3 coordinates and manages
international cooperation in the field of
cross-sectional, non-project-related ar-
maments technology cooperation. It is
the central point of contact for BAAINBw
in general matters of OCCAR, EDA and
for joint Bundeswehr liaison. In addition,
the section is responsible for process-
ing technical delivery conditions and for
managing and coordinating standardisa-
tion work in the Bundeswehr and NATO
standardisation work in the AIN organ-
isational area.

Section T1.4 performs coordinating and
controlling functions in various deploy-
ment-related subject areas. On the one
hand, these are tasks within the frame-
work of procuring operationally necessary
and urgent requirements, the so-called
immediate initiatives for deployment; on
the other hand, these are tasks within the
framework of operational evaluation. The
findings gained flow directly into the fur-
ther development of the materiel or into
the provision of services. In addition, the
section centrally coordinates co-reviews of

decrees and orders in the area of deploy-
ment/exercise and civil-military cooperation
to ensure that BAAINBw is appropriately
considered in these documents. Further-
more, on deployment, specialist BAAINBw
personnel are technically coordinated and
supported here. These personnel serve as
a catalyst between the troops on site and
the project managers in BAAINBw for the
rapid solution of problems that arise with
equipment and clothing.

Section T1.5 coordinates all BAAINBw ac-
tivities in the field of defence technology
research and technology. On the national
side, this involves ensuring the depart-
ment's own analysis and evaluation ca-
pability outside of projects and providing
scientific and technological knowledge
in all relevant technologies for appropri-
ate, intelligent and economical equipment
decisions. In the international arena, the
focus is on targeted networking with in-
ternational partners in Europe, within the
framework of the NATO Science & Technol-
ogy Organization and beyond.

In addition, Section T1.5 coordinates the
evaluation of military equipment from
other countries, thereby providing valu-
able bases for the analysis of capability
gaps and the threat-appropriate technical
adaptation of systems introduced into the
Bundeswehr.

Section T1.6 is responsible for modelling
and simulation, concept development
and experimental verification (CD&E) as
well as Geolnfo consultation for projects
in BAAINBw. The M&S control centre in
the section coordinates existing and new
M&S standards of the Bundeswehr in the
national and international environment
(NATO, EDA). It conducts numerous R&D
projects with regard to the application and
use of M&S for the further development
of the simulation infrastructure and the
networking of simulation and real systems
for experimental and training purposes.
Current topics include the use of artificial
intelligence and Virtual, Augmented and
Mixed Reality (VR/AR/MR) or XR for short.
The Bundeswehr Simulation Data Coor-
dination Centre, which is currently being
established, is intended to provide future
simulation systems with models of weapon
systems.



The CD&E control centre is the Single Point
of Contact for CD&E in BAAINBw. Current-
ly, topics such as the use of 5G technology,
optimisation of operational management
for the Territorial Command and Control
Command of the Bundeswehr and tapping
the potential of open data sources for mili-
tary intelligence are being addressed.

The BAAINBw Geolnfo element advises
the project sections in BAAINBw, and
acts as the point of contact for the provi-
sion and requisition of Geolnfo data and
products in the AIN organisational area
and coordinates the provision of Geolnfo
simulation data to optimise the supply of all
Bundeswehr systems with quality-assured
simulation data.

Group T2

Group T2 is responsible for product-relat-
ed protection tasks, technical ergonomics,
utilisation of Bundeswehr materiel and
the Defence Technology Study Collection.
The project managers are responsible for
compliance with regulations and specifica-
tions for occupational safety, environmen-
tal protection and ergonomic design of
workplaces as well as weapon system and
ammunition technical safety when procur-
ing and using military equipment. Further-
more, the activities of the Bundeswehr,
e.g., in training operations, deployment
and maintenance, must not result in any
inadmissible impairments to the environ-
ment. When determining and establishing
suitable requirements for the weapon sys-

tem, the project management is advised
and supported by the experts of Group T2
Product-Related Protection Tasks.

It is not always possible to reconcile mili-
tary requirements with the technical rules
and standards of occupational safety, en-
vironmental protection and ergonomics.
In such cases, alternative solutions must
be sought and evaluated to determine
whether these measures can still suffi-
ciently guarantee the protection of em-
ployees or the environment. The evalua-
tion of proposed solutions that may lead
to exceptions and deviations from occupa-
tional health and safety and environmen-
tal protection regulations is also carried
out by Group T2.

In addition to the classic areas of occupa-
tional safety, functional safety and soft-
ware safety are increasingly coming into
focus when assessing system safety due to
the progress and dominance of intelligent
components in weapon systems.
Additionally, the tasks of accident investi-
gation when handling weapons and am-
munition as well as the function of the
representative for ammunition technical
safety and shooting safety in BAAINBw are
located in Group T2.

Another task of Group T2 is to relieve the
Bundeswehr of military equipment that is
no longer needed or used. The employ-
ees in this area of responsibility manage
and monitor the utilisation and disposal
of Bundeswehr materiel. They ensure that
the costs incurred are minimised and that
the highest possible utilisation proceeds
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are achieved. Particular attention must be
paid to compliance with the War Weap-
ons Control Act, weapons laws and envi-
ronmental law. Suitable materiel is sold to
third parties via the federally owned VEBEG
GmbH, handed over for materiel support
to friendly states or given to authorised or-
ganisations.

The Defence Technology Study Collection
(WTS) contributes as an archive of the of-
fice and defence technology documenta-
tion arsenal with functional demonstrators
to the preservation of know-how in the
armaments sector and supports the career
training of civil servants as well as the pre-
deployment training of troops on foreign
weapons. Interested citizens can trace the
main lines of development in military tech-
nology from the late 19th century to the
present day in the public part of the exhibi-
tion in Koblenz-Litzel with 2,500 exhibits.

Group T3

Group T3 is divided into the sections Cost
Competence Centre (T3.1), Price Audit
Principles/Cross-Section (T3.2), Price Au-
dit Cell/Engine (T3.3), Price Audit Mate-
riel Maintenance of the Armed Forces,
Missiles, Other Aircraft Equipment (T3.4),
Price Audit Electronics, Sensors (T3.5) and
Price Audit Weapons and Ammunition,
Wheeled and Tracked Vehicles, Ships and
Boats, Miscellaneous (T3.6).

The support in the implementation and re-
alisation of projects and programmes with
regard to economic aspects in all phases of
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the CPM or the successor document is the
task of the Cost Competence Centre. This
is achieved through professional advice in
carrying out cost estimates in all project
phases as well as carrying out parametric
cost estimates, professional advice and
support in carrying out economic efficiency
studies as well as IT economic efficiency
studies for armaments projects, the evalu-
ation of alternative forms of meeting re-
quirements and the review and co-signing
of phase papers.

The task portfolio of T3.1 is rounded off
by supporting economic efficiency studies
within the framework of external consult-
ing and support. In addition, T3.1 is the
central point of contact within the office
for Life Cycle Cost Management issues and
provides the spokesperson in the NATO
Working Group WG/3.

The tasks of Section T3.2 range from cen-
tral order management of price auditing
and cooperation with the price offices of
the federal states to answering inquiries on
price law, business management and cost
auditing issues of principle, the preparation
of work instructions and guidelines for the
price auditing sections of BAAINBw and
price negotiation and the development of
model contractual price and cost regula-
tions to support multinational organisa-
tions as well as NATO programme offices
and the processing of requests for admin-
istrative assistance from foreign govern-
ments in the area of price auditing.

The task of the operational audit sections
T3.3 to T3.6 is to prepare technically and
economically sound expert opinions on the
price law adequacy of cost-plus prices by
means of an assessment of the quantity
and value approaches at contractors within
the framework of price audits.

Group T4

Group T4 Cross-sectional Tasks Equip-
ment/Utilisation/Logistics largely combines
related cross-sectional technical, economic
and logistical areas of responsibility. These
aspects have been complemented by fun-
damental issues of utilisation since mid-
2023.

The main task of Group T4 is to support
the project management departments in
planning and designing the logistics proj-
ect element.

In this context, Group T4 is also the link to
the Bundeswehr Logistics Command and
as such a major service provider in the im-
plementation of product-related logistics
processes. In cooperation with the Logis-
tics Command, BAAINBw makes a signifi-
cant contribution to shaping and further
developing the Bundeswehr's Logistics Sys-
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tem. Accompanying this, the concerns of
utilisation are also centralised by Group T4
and, in the case of process-wide needs for
action, are purposefully represented.
Section T4.1 implements basic tasks of
equipment and logistics and essentially ad-
vises the project management within the
framework of technical responsibility on
all matters concerning the logistics project
element. Section T4.1 is also involved in a
leading capacity in various special logistics
projects for the Bundeswehr.

Sections T4.2 to T4.6 are separate from
this section, whose tasks are to support
the project management departments
and agencies and overarching utilisation
issues.

Section T4.2 provides technical support
to the project departments on almost all
matters of materiel management with the
exception of consumables, e.g. process-
ing and forecasting follow-up spare parts
requirements as well as monitoring bud-
get planning, processing guideline value
overruns in the context of procurement
processes, processing HIL annual require-
ments for spare parts in cooperation with
the project departments, implementation
and monitoring of provisions in the context
of armaments measures, including ammu-
nition.

In addition, T4.2 supports the project de-
partments on all issues relating to the de-
commissioning of military equipment and
coordinates the decommissioning activities
in BAAINBw. The appointed decommis-
sioning officer makes the final decision on
all decommissioning.

Section T4.3 maintains the catalogue of
materiel planning objects across organisa-
tions for the Bundeswehr and thus pro-
vides the basis for materiel target planning
in all Bundeswehr agencies. In addition, the
section advises and supports the project
departments of BAAINBw in the catalogu-
ing of materiel (on individual application
and in the event of changes to the supply
article concept), project identifications and
determines the technical responsibility for
supply articles.

Section T4.4 supports the subordinate area
of BAAINBw with the Defence Technology
Departments, the Defence Science Depart-
ments and the Naval Arsenal.

T4.4 exercises technical supervision in the
following areas and is also responsible for
the following areas with regard to logistical
tasks: order processing, materiel manage-
ment, maintenance and equipment plan-
ning.

In this context, T4.4 ensures the standardi-
sation, harmonisation and optimisation of
procedures, processes and organisation in
order to establish uniform and binding pro-

cesses at all agencies in the business area.
T4.4 not only performs the tasks of the Au-
thorised Representative in the AIN organ-
isational area in accordance with CPM, but
also those of the Operations and Supply
Manager for the AIN area. For this purpose,
T4.4 also exercises the aforementioned
technical supervisory tasks.

In addition, T4.4 provides the personnel
for the Bundeswehr Materiel Manage-
ment Audit Group for the Equipment, In-
formation Technology and Utilisation area,
which, on behalf of the Bundeswehr Logis-
tics Command, ensures the monitoring of
process flows and procedures of materiel
management through process-oriented
audits of the agencies subject to verifica-
tion.

The processing of imports based on pro-
curement contracts of BAAINBw and its
subordinate agencies, the Federal Office
for Infrastructure, Environmental Protec-
tion and Services of the Bundeswehr, the
Bundeswehr Universities and the Office
for Geoinformation of the Bundeswehr
is the responsibility of Section T4.5. It is
responsible for processing exports/trans-
fers within the framework of the utilisa-
tion and country transfers of Bundeswehr
materiel, including the application to the
Federal Office for Economic Affairs and
Export Control and customs clearance as
well as export control in BAAINBw. Trans-
port measures, basic issues of transport
as well as loans of Bundeswehr materiel,
free-of-charge transfers and final desti-
nation of military equipment, as well as
maintenance processing for loan equip-
ment of HIL GmbH are also processed and
accounted for.

Since the beginning of 2023, the newly
established Section T4.6 is carrying out
tasks within the framework of cross-proj-
ect utilisation matters in BAAINBw. The
focus is on supporting the improvement of
the performance of tasks of the Materiel
Manager for operational readiness in the
utilisation phase. In addition, Section T4.6
coordinates internal BAAINBw measures
for the creation of a 30-day operational
reserve for spare and replacement parts.
Additional core tasks include creating and
refining training management for applica-
tion and making contributions to knowl-
edge management application. T4.6 also
updates the central directive on the per-
formance of tasks in the utilisation phase.
In addition, the central point of contact for
the topic of Performance Based Logistics in
BAAINBw is located at T4.6.

In addition to these original tasks, Group T4
is involved in various special organisations
and task forces, such as the restructuring of
stationary logistics facilities. |
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Department of Central Affairs (ZA)

Within the Federal Office of Bundeswehr Equipment, Information Technology and In-Service Support

(BAAINBw), the Department of Central Affairs (ZA) is responsible for central administrative matters,

operational tasks, and process management. It comprises five groups with a total of 23 divisions.

The group consists of divisions ZA1.1 to ZA1.4.

Group ZA1

Division ZA1.1 is responsible for the or-
ganisational and operational structure
of the BAAINBw and its offices in the
department. Furthermore, tasks within
the framework of service supervision, as
well as military complaints and enquiries
under the Freedom of Information Act
are processed.

Organisational consulting (organisational
analysis and personnel requirements as-
sessment), process analysis and optimisa-
tion, cost and performance accounting
(KLR), as well as the Continuous Improve-
ment Programme (KVP) in the BAAINBwW
are tasks of Division ZA1.2.

Division ZA1.3 is responsible for all mat-
ters of military security as well as indus-
trial security and visitor control proce-
dures, and for the technical supervision
of the subordinate area for the above-
mentioned tasks. The Security Officer of
the BAAINBw and the Senior Officer for
Military Security work here.

Division ZA1.4 is the technical information
centre of the BAAINBw. The Division re-
searches, acquires, develops and archives
technical information required for official
purposes and makes it centrally available
to members of the BAAINBw and its offic-
es. Contractors of the Bundeswehr receive
technical information and regulations on
the basis of contractually guaranteed
provisions. Bundeswehr units on foreign
deployment are supplied with regulations
via the "Dv-Web" portal on the internet,
similar to the supply of contractors. Fur-
thermore, the administrative tasks in the
area of technical regulations are carried
out centrally for the Bundeswehr. The Ac-
tive Regulatory Management task area
supports the Central Regulatory Manage-
ment Office set up in the Bureaucracy
Reduction, Regulatory and Working Time
Management Division of the Federal
Ministry of Defence and the Regulatory
Management and Bureaucracy Reduction
Group of the Bundeswehr in the Armed
Forces Office in implementing regulatory
management in the BAAINBw and its area
of responsibility.
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Group ZA2

The structure and distribution of tasks
of Group ZA2 Financial Management are
shaped by the special task of the BAAIN-
Bw, which is not only a major procure-
ment agency of the Federal Republic of
Germany and thus an important public
client, but also bears materiel respon-
sibility for the operational readiness of
military equipment. Moreover, the group
manages the budgetary funds necessary
for the administrative requirements of
the authority. Group ZA2 combines the
tasks of financial planning and budget
implementation as well as all aspects
of the main accounting process in the
BAAINBw. In addition, tax, Federal Audit
Office and audit matters are processed.
Group ZA2 is divided into the following
divisions: ZA2.1 Budget Principles and Tax
Matters, Federal Audit Office and Audit
Matters, ZA2.2 Financial Requirements
Analysis / Financial Requirements Plan-
ning and Budget Management Invest,
ZA2.3 Financial Requirements Analysis /
Financial Requirements Planning Mate-
riel Maintenance, Budget Management
Materiel Maintenance, ZA2.4 Financial
Requirements Analysis / Financial Re-
quirements Planning and Budget Man-
agement Other Operations, Information
Technology and Administrative Titles,
ZA2.5 Contract Settlement, ZA2.6 Co-
signing of all grants intended in the area
of responsibility of the Federal Ministry
of Defence, Basic Principles of Grant Law;
Technical Supervision of Grants from the
Subordinate Offices of the BAAINBw, Ex-
amination of Proof of Use, ZA2.7 Main
Process Officer Accounting, Project Ac
countants AIN, Technical Supervision
Accounting for the AIN Organisational
Area, ZA2.8 Bundeswehr Tax Compe-
tence Centre.

In addition to processing fundamental
questions on tax and budgetary law,
Division ZA2.1 is involved in the exami-
nation and consultation of contracts in
accordance with Sections 58, 59 and 63
of the Federal Budget Code (BHO). In
addition, all ongoing claims of the fed-

eral government (reclaims, contractual
penalties, interest, etc.) are monitored
and booked accordingly, and the taxes
incurred for the BAAINBw and its offices
are paid centrally. The central ordering of
all payments for the office is also one of
the division's tasks.

Since 1 November 2023, ZA2.1 has also
been the central office for matters relat-
ing to the Federal Audit Office (BRH) and
the Bundeswehr Audit (RevBw). This of-
fice is responsible for the final processing
of BRH / RevBw matters.

The main task of Division ZA2.2 is the
management of financial resources for
research and technology as well as for the
development and procurement of military
equipment. This includes the special fund
for the Bundeswehr set up in 2022, which
provides for additional investment pro-
curements amounting to EUR 100 billion.
In addition to budget management, the
division handles title management for
non-individually budgeted investment
chapters / titles for in-year procurements
up to EUR 500,000. Central tasks of fi-
nancial requirements analysis are also
carried out.

The main task of Division ZA2.3 is the
management of financial resources to
ensure materiel maintenance within the
framework of materiel responsibility for
operational readiness in the Bundeswehr.
This includes tasks in the areas of financial
requirements analysis, budget manage-
ment and budget funds management. In
this area of responsibility, both the bud-
getary requirements for systems already
in use and the planning for future proj-
ects are considered. In cooperation with
the project managers of the BAAINBw
and the subordinate offices, the division
thus makes a significant contribution to
ensuring the materiel operational readi-
ness of the Bundeswehr.

The tasks of Division ZA2.4 include the
planning and management of financial
resources necessary for maintaining and
carrying out the service operations of the
BAAINBw and the offices of the subordi-
nate area. Furthermore, the funds for infor-
mation technology and the Bundeswehr's



information and communication system as
well as for operator solutions are planned
and managed.

In addition to the settlement of contracts
concluded by the BAAINBw, the tasks of
Division ZA2.5 include the agreement of fi-
nal self-cost reimbursement prices and the
reclaiming of any overpayments after price
audits have been carried out.
DivisionZA2.6 is responsible for the co-exam-
ination / co-signing of all federal grant notices
intended in the Federal Ministry of Defence
(BMVg) and the BMVg's area of responsibil-
ity in accordance with Sections 23 and 44
of the Federal Budget Code (BHO), as well
as the in-depth examination of proof of use
of completed grants in accordance with Sec-
tion 44 of the BHO. Furthermore, the division
has technical supervision over the processing
of grants by the subordinate offices of the
BAAINBw and is responsible for processing
fundamental issues of grant law.

The Process Officer for Accounting SASPF
in Division ZA2.7 is responsible for all as-
pects of the main accounting process in the
BAAINBw. In addition to the conceptual
further development of accounting in the
AIN organisational area, the requirements
and usage management tasks of the EMIR
process parts budget, the advice / support
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of project management in business-related
processes of armaments investment proj-
ects (project accountants) and the techni-
cal supervision in accounting for the AIN
organisational area are carried out.

The newly established Division ZA2.8 takes
on the tasks of a tax competence centre
for all Bundeswehr offices as a ministerial
“workshop" of Division BMVg R Il 6 and is
responsible for tax issues of importance to
the entire BMVg area. It mainly covers three
areas: value-added tax, income tax as well
as IT support and an internal tax control
system (ICS).

Group ZA3

Group ZA3, consisting of five divisions,
is responsible for requirements manage-
ment tasks for personnel, technical su-
pervision of procurement by offices, and
cross-sectional legal matters, among oth-
er things, and performs the tasks assigned
to the BAAINBw for civilian and military
personnel.

Division ZA3.1 is responsible for coordinat-
ing the concerns of the civilian personnel of
the BAAINBw and is thus the central point
of contact for the Bundeswehr offices re-
sponsible for personnel management. Its
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responsibilities extend in particular to the
performance of the BAAINBw's personnel
tasks as an employing office.

The division is also responsible for tasks
within the framework of participation
or cooperation for the Federal Minis-
try of Defence, the Federal Office for
Bundeswehr Personnel Management and
the Bundeswehr Service Centres in person-
nel matters.

Division ZA3.2 has three main tasks. First,
it is responsible for decentralised person-
nel management, dealing with the military
service personnel matters of the military
personnel in the AIN organisational area;
second, it is responsible for the require-
ments management tasks in military per-
sonnel management; and third, the head
of Division ZA3.2 performs the tasks of the
Commissioner for Military Personnel Affairs
and thus of the disciplinary superior in ac-
cordance with Section 3 of the Superiors
Ordinance (VorgVO) for all officers up to
level A15 in the BAAINBw, as well as the
deputy of the Commissioner for Reserve
Affairs of the AIN organisational area. The
head of section ZA3.2 Internal Leadership
is also the disciplinary superior according to
Section 3 VorgVO of all non-commissioned
officers of the BAAINBw.
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For the military personnel of the BAAINBw,
Division ZA3.2 is thus the central link to the
personnel management offices.

The general and cross-sectional personnel
matters (civilian and military) are combined
in Division ZA3.3. In addition to the sup-
port function in the area of basic personnel
work of an employing office, this mainly in-
cludes tasks of user administration and user
support SASPF, time recording and absence
processing, teleworking and mobile work-
ing as well as occupational health care for
all employees of the office.

Division ZA3.4 Strategic Planning of Train-
ing and Further Education of AIN Person-
nel, Attractiveness Agenda coordinates the
concerns of training and further education
of civilian and military personnel of the
BAAINBw and its offices. The division also
participates in personnel recruitment mea-
sures of the Federal Office for Bundeswehr
Personnel Management.

The tasks of Division ZA3.5 include a broad
portfolio of cross-sectional legal matters.
These include civilian disciplinary matters
and the implementation of damage and
liability review procedures, as well as the
fundamental processing of and advice on
equality, staff representation and severely
disabled persons' law, as well as the co-
examination of changes to laws concerning
allowances, but also the exercise of pro-
curement and contractual technical super-
vision over the procurement of the subor-
dinate offices of the BAAINBw. In addition,
the division is responsible for matters relat-
ing to the compatibility of family and ser-
vice/career, in particular the establishment
and support of childcare facilities for the
BAAINBw at the Koblenz and Lahnstein
locations, as well as certification within the
framework of the "audit berufundfamilie”
for the strategic design of the BAAINBw's
family and life-phase-conscious personnel
policy. Furthermore, the Process Officer
for the Main Personnel Process in the AIN
organisational area and the Administrative
Data Protection Officer of the BAAINBw
are assigned to Division ZA3.5.

Group ZA4

Group ZA4 IT Manager BAAINBw, Infra-
structure Affairs OrgBer AIN, Internal Ser-
vice and User Representative Tasks BAAIN-
Bw comprises three divisions.

Division ZA4.1 is responsible for the entire
IT service in the BAAINBw, including the of-
fice's own IT operations. The classic tasks of
IT service management for user support with
the provision and administration of IT hard-
ware and software as well as the provision of
central IT services and special applications for
armament projects via the operation and ad-
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ministration of its own server farms for server
and web applications in the BAAINBw's data
centre are located here. Thus, officially re-
quired IT needs of users in the BAAINBw are
provided either as standard via the federal
government's own IT service provider BWI
or within the framework of its own IT re-
sources. Another focus in Division ZA4.1 is
the coordination, control and commissioning
of IT relocations in the BAAINBw together
with the IT service provider BWI.

In the Equipment, Information Technol-
ogy and In-Service Support organisational
area (OrgBer AIN), Division ZA4.2 handles
the pre-infrastructure area in line with the
stipulations for the armed services. At its
core, this includes determining and exam-
ining infrastructure requirements as well as
further administration in the infrastructure
process for the entire organisational area,
including the infrastructurally assigned in-
house companies of the federal govern-
ment in the BMVg's area of responsibility
(HIL GmbH, BWBM GmbH, BwWFPS GmbH,
BWI GmbH and GEKA mbH) as well as the
Fraunhofer-Gesellschaft. The technical in-
frastructure support in the BAAINBw's area
of responsibility and at the companies will
primarily shape the year 2024. The division
performs the tasks of the Infrastructure Of-
ficer for the BAAINBw.

The User Representative Tasks BAAINBw
area is organisationally assigned to Divi-
sion ZA4.2 and coordinates the location,
property and accommodation matters of
the BAAINBw in Koblenz, Lahnstein and
Bonn, including relocation measures and
the provision of property equipment in
direct cooperation with the responsible
Bundeswehr service centres. In addition,
office-owned and externally rented meet-
ing rooms are allocated here.

Division ZA4.3 Internal Service is respon-
sible as a service division for ensuring
the general service operations of the
BAAINBw. It consists of the sub-areas
postal services, messenger services at the
Koblenz-Lahnstein and Bonn locations,
printing, classified information registry,
old file management, procurement of
the office's own requirements, budget-
ary matters, logistics and materiel sup-
ply, driving service as well as sustainable
organisation and materiel and personnel
support for events.

Group ZA5

Group ZA5 Process Management was
founded in November 2023.

The further development of the Bundes-
wehr, whether with the aim of mission
orientation or with the current demand for
an alignment with national and Alliance

defence, requires continuous analysis and
goal-oriented processing of all processes.
The BAAINBw participates in this not only
with its own processes, but also as part of
the overall Bundeswehr organisation in co-
operation with other involved Bundeswehr
offices in different roles. The management
of processes includes their identification, de-
sign as well as the documentation and fur-
ther development of the relevant processes
with responsibilities and dependencies.

The task of the new Division ZA5.1 is the
methodical analysis and optimisation of
processes in the BAAINBw. To this end,
process mining is used to determine the
metrics and maturity levels of processes,
which are subsequently further analysed
using scientific methods such as Six Sigma.
To obtain the necessary data, the division
also uses methods such as data mining
in IT systems, data preparation and data
analysis.

Division ZA5.2 is the central point of
contact for the CPM procurement proce-
dure and for project management in the
BAAINBw. The division creates organisa-
tional regulations for the implementation
of the procurement procedure, is respon-
sible for modelling and further develop-
ing the associated performance process
and makes final decisions on project-
specific procedural deviations as part of
the decision-making body. As a project
management competence centre, ZA5.2
specifies the project management stan-
dard in the BAAINBw and provides the
necessary tools. The competence centre
advises project staff on the application of
methods and tools and supports the proj-
ects through comprehensive knowledge
and change management. The division
is continuously developing training and
further education in project management
and also conducts some of this itself.
Division ZA5.3 is responsible for the main
process management of armaments. With-
in the Bundeswehr's process network, the
main armaments process designs and op-
timises the core process components that
are required for the provision of equip-
ment-related materiel requirements in
technical, economic and temporal terms,
independently of the organisation. The
focus is thus on shaping the processes in
the business processes for the procurement
(purchasing) of products and services (SAP
MM-PUR and Al procurement manager),
supporting Bundeswehr project manage-
ment (SAP PS/PPM), Bundeswehr quality
management (SAP QM) and the exploita-
tion and distribution of products and ser-
vices (SAP SD and GTS) and coordinating
them with the other main processes (e.g.,
logistics and accounting). |
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The offices within the BAAINBw's area of responsibility

In total, the Federal Office of Bundeswehr Equipment, Information Technology and In-Service Support

(BAAINBw) oversees six Defence Technical Offices, two Defence Science Offices, and the Naval Arsenal.

Additionally, the German Liaison Office for Armaments USA/Canada (DtVStRiiIUSA/Ka) in Reston,
Virginia, USA, is also part of the BAAINBw's area of responsibility.
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Bundeswehr Technical Centre

for Land-Based Vehicle Systems,
Engineer and General Field
Equipment (WTD 41)

Basedin Trier, WTD 41 is the Bundeswehr's
competence centre for the technical eval-
uation of land-based vehicle systems, as
well as engineer and general field equip-
ment. While the expertise for the evalu-
ation of wheeled and tracked vehicles,
including their components, is concen-
trated in Trier on the Grineberg, the fo-

cus of the external sites in Koblenz is on
the investigation of engineer and general
field equipment, particularly engineering
machines, fuel supply and field camp sys-
tems, and water crossing systems up to
robotics.

To fulfil its tasks, WTD 41 has highly
qualified personnel and unique infra-
structure at both locations. The fol-
lowing section provides an exemplary
overview of the project ‘Capability to
Reinforce and Make March Routes Pass-
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g road layer systems.
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able’ (VGMw), which is currently being
investigated at the external site 1 in
Koblenz-Rubenach.

The VGMw project

In the VGMw project, two proposals for
solutions are being examined in Analysis
Phase Il as part of F&T (Research & Tech-
nology) Stage 3:

1. Examination of two commercial un-
rolling road-laying systems

2. Modified mat sets for the already in-
troduced folding road-laying system

Road-laying systems

The main components of the commer-
cial road roll systems, each consisting of
an autonomous platform (laying system)
with 50 m of road surface and a static
platform (spare roll carrier) with 50 m of
road surface, were tested for their per-
formance as part of the investigation
process. For this purpose, the personnel
were trained by the respective manu-
facturers at the beginning of the year
and instructed in the different systems.
In addition to the functional and com-
patibility tests mentioned in the imple-
mentation programme, the temporary
roads were subjected to a load test. The
roads were laid on a defined test track
and driven over more than 300 times by
vehicles of various military load classes
(MLC); wheeled: 5 t to 39 t, tracked:
4tto45t.
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Modification of the folding

road system

The future viability of the introduced
folding road system depends on two es-
sential prerequisites: a modular design of
the laying device and an increase in the
load-bearing capacity of the aluminium
hexagonal plates. The laying device of
the folding road system and its carrier
vehicle are currently firmly connected in
their current construction. A rough con-
cept for a modular construction was de-
veloped, resulting in the assessment that
the laying device can be retrofitted with
manageable risk. Increasing the load-
bearing capacity of the folding road is
essential when using protected vehicles
and considering the many vehicles now
deployed with  MLC 50 or higher. In
Analysis Phase |, as part of F&T Stage 2,
the modification and optimisation of the
aluminium hexagonal plates were initi-
ated, which will be delivered to WTD 41
in early 2024. These partial mat sets will
then also be tested for their performance.

Implementation programme

The following investigations

planned in late 2023:

Functional and Compatibility Tests:

e Determining basic and static param-
eters on the tipping plate of WTD 41

¢ |Interface investigations between car-
rier vehicle and system components

Investigation of unrolling/folding roads

(Tests):

e laying, driving on, and picking up the
roads

e Laying the roads on a test track with a
defined subsoil

e Driving on the roads with various load
vehicles

e Recording damage, deformation mea-
surements, and picking up the roads

e Determining the total mass and axle
loads

were

Credit: WTD 91
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Tests of all laying systems were scheduled
for completion by June 2024.

Challenges with soil types, support
from the Soil Mechanics Laboratory
The subsoil of the test track, on which
the roll/fold roads are laid, is prepared
based on the folding road investigations
previously conducted at WTD 41. The soil
bearing capacity ‘Cone Index 60 (Cl 60)
on the existing soil type ‘slightly gravelly,
sandy, clayey silt” of the excavation site
was determined. The staff of the Sail
Mechanics Laboratory ensures that the
soil of the test track to be driven on is
prepared accordingly.

Bundeswehr Technical

Centre for Protection and

Special Technologies (WTD 52)

The Bundeswehr Technical Centre for
Protection and Special Technologies
(WTD 52) in Oberjettenberg provides
military technical expertise in various pro-
tection technologies for the Bundeswehr.
This includes original tasks of the Equip-
ment, Information Technology and In-
Service Support (AIN) organisational

area, such as infrastructure protection
against weapon effects and improvised
explosive devices (IED), ammunition stor-
age safety, numerical simulation of pro-
tection and effectiveness using computer
simulations, indirect protection (camou-
flage and deception), non-lethal weap-
ons (NLW), and the physical detection of
IEDs.

WTD 52 also handles special technical
topics, such as aerodynamic load tests
of pilot equipment, nuclear blast protec-
tion, underwater ballistic and detona-
tion tests, and investigations of antenna
structures. The unique infrastructure of
WTD 52 is significantly influenced by
its tasks and its location in the Bavarian
Alps. This results in the division of the
facility into three major infrastructural
areas. In addition to the administration,
laboratory, and office buildings in the
valley area with verification facilities
and workshops, the underground facil-
ity in the Reiteralpe massif and the high
mountain test sites at about 1,600 m of-
fer various possibilities for research and
verification. The facility's own cable car
connects the valley and mountain areas,
overcoming a height difference of about
1,100 m.

Type 146

One of the main tasks of WTD 52 is to
further develop the safety of ammunition
storage. Germany and the Bundeswehr,
as part of the European pillar within
NATO, assume responsibility and prepare
for extensive tasks within the framework
of national and Alliance defence. These
tasks lead, among other things, to an in-
creased demand for ammunition, which
must be stored in compliance with regu-
lations. For this purpose, the Bundeswehr
operates different types of ammunition
storage houses (MLH). Looking to the
future, the existing storage capacities in
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Model plannmg for the Type 146 munitions storage facility.

Germany are not sufficient despite the
utilisation of expansion and densification
potentials. Therefore, it was necessary to
develop a new standardised ammunition
storage house.

Involving all relevant authorities within
and outside the Bundeswehr, the func-
tional requirements for the new storage
house were established. These concern,
among other things, ammunition safety,
structural safety, fire protection, structur-
al-technical security, occupational safety,
and lightning protection.

The gate construction, as with all struc-
tural facilities for ammunition storage,
is a safety-critical component. It must
meet particularly high requirements. It
should protect the stored ammunition
from external impacts such as shock
waves or fragments and simultaneously
serve as a vent opening in case of an
unintentional detonation of the stored
ammunition. The basic gate construc-
tion was determined by WTD 52 and
designed using numerical hydrocode
calculation methods.

An experimental verification of resistance
against shock wave loading was car-
ried out using decommissioned storage
house gates in the large universal blast-
ing facility of WTD 52. For fragment re-
sistance verification, investigations were
conducted on generic test objects with
different fragment-forming types of am-
munition.

After completing all the work, the Com-
petence Centre for Material Safety — In-
frastructure Command Centre for Am-
munition Handling, on behalf of the Fed-
eral Office of Bundeswehr Infrastructure,
Environmental Protection and Services,
created a binding planning specifica-
tion and a model plan. This provides the
Bundeswehr with a standardised, mod-
ern, and future-proof type of ammuni-
tion storage house.

As part of the infrastructure requirement
assessment and planning in connection
with the expansion plans of the individ-
ual ammunition depots, the maximum
expansion potential must now be deter-
mined. A crucial factor in the spatial ar-

rangement of the individual ammunition
storage houses is maintaining specific
safety distances to prevent the transfer
to adjacent storage houses in case of an
unintentional detonation of the stored
ammunition. These safety distances are
specified in national and international
regulations. The international test cam-
paign CUIRA in 2022 aimed, inter alia, to
validate these regulations in the relevant
data range. WTD 52 participated in this
test campaign together with WTD 91 in
terms of measurement technology and
evaluation.

For the newly developed ammunition
storage house of the Bundeswehr, ex-
perimental investigations with interna-
tional participation are also planned by
the Bundeswehr Territorial Command
and WTD 52. These will quantify the re-
quired safety distances with maximum
storage house occupancy to subse-
quently adjust the relevant regulations.
Ideally, this would lead to a reduction in
the required safety distances, positively
affecting the spatial arrangement of the
new houses within the ammunition de-
pots. This would make it possible to build
more storage houses on the same avail-
able area.

Credit: Bundesbau Baden-W(rttemberg
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Bundeswehr Technical Centre

for Aircraft and Aeronautical
Equipment (WTD 61)

The Bundeswehr Technical Centre for
Aircraft and Aeronautical Equipment
(WTD 61) in Manching, Bavaria, is the
Bundeswehr's technical competence cen-
tre for all airborne equipment. WTD 61
plays a crucial role in ensuring that only
safe and operationally ready aircraft are
used in the Bundeswehr.

An independent ability to judge and
advise, separate from the manufactur-
ing companies, is essential. With the
necessary expertise and infrastructural
equipment, WTD 61 qualifies all airborne
systems developed by the industry on
behalf of the Bundeswehr and assesses
modifications to existing systems from a
technical performance and airworthiness
perspective. This is done through com-
plex ground and flight tests according
to internationally recognised standards,
for which a dedicated test airspace is
available. WTD 61 operates its own test
airfield, equipped with all necessary mea-
suring instruments, and representative,
mission-relevant aircraft as instrumented
test carriers. Unique features also include
the personnel trained and qualified for
flight testing. The tasks are predomi-
nantly complex, specifically military, and
mission-relevant.

A key focus is the integration of airborne
weaponry and effectors. In 2023, modi-
fied decoy targets were tested for aircraft
compatibility with the CH-53 transport
helicopter, and flare systems were evalu-
ated to create larger deception areas.
Further decoy tests and weapon tests
with the newly acquired light combat
helicopter and the NH90 are planned

Credit: Bundeswehr/HufhagI

EPC: Loading masters of WTD 61 prepare EPC-equipped dummies for the
drop procedure from the agency’s A400M.
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for 2024. The operation of the in-house
A400M at WTD 61 has been established.
A milestone for the facility was the certi-
fication of technical operations according
to DEMAR 145, which provides greater
autonomous operational scope. 2023
was marked by support services and the
qualification of airdrop systems on the
A400M. The large number of various air-
drop projects highlights the troops’ need
for these capabilities. The Container De-
livery System (CDS) for supplying troops
with so-called consumables is based on a
system introduced by the US Army. This
base system was evaluated in flight tests
by WTD 61, meeting German aviation
regulations and supplemented with ma-
terials already in use by the Bundeswehr.
Tests for further development into a two-

the functional capability of a drone and
the start of its engines in the air. Im-
portant insights were gained regarding
departure behaviour, control, and navi-
gation. In Manching, a test team from
Spain conducted further tests to validate
the improved closing behaviour of the
A400M ramp and door at high altitude.
The experience gained from flights with
an unpressurised cabin and using oxygen
for the crew provides a good basis for
future high-altitude drops.

In September 2023, WTD 61 participat-
ed with four helicopters in the ‘Timber
Express’ exercise in Schleswig. The aim
of the exercise was to integrate various
platforms into the armed forces' digital
command network. A unified situational
picture was to be created from different

SHOL: An NH90 Sea Lion approaching the combat support ship Bonn.

stage airdrop system for Bundeswehr
special forces, requiring the capability
to drop equipment from great heights,
were also conducted. During extensive
flight tests over the Eckernférde Bay,
the compatibility of inflatable boats in
various load configurations with a new
airdrop platform was tested in close co-
operation with special forces. The find-
ings are directly incorporated into a new
vehicle airdrop system based on the same
basic platform. Similar tests are planned
for dropping high-value weapon systems
such as anti-tank weapons. Flight tests
for the procurement of the French per-
sonnel parachute EPC were also conduct-
ed in Manching.

The collaboration with Airbus Spain's
Flight Test Team as part of the A400M
Flight Test & Evaluation Centre (AFTEC)
has been expanded. With a mixed crew,
follow-up tests as a UAV launcher were
conducted. After a successful Safe-Sepa-
ration demonstration in 2022, the second
stage, Launch & Operate, demonstrated
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data link connections. In this context,
the functionalities provided by modifica-
tions to the UH Tiger, CH-53, LUH SOF,
and NH90 TTH were comprehensively
tested. It is currently being examined
whether the follow-up exercise in 2024
can be conducted at the Manching air-
field.

Before the introduction of the new multi-
purpose naval helicopter NH90 Sea Lion,
the Ship Helicopter Operating Limitations
were determined in March 2023. For a
week, a test team from WTD 61, together
with naval aviators from Naval Air Wing
5, determined the limits within which the
Sea Lion can safely and reliably take off
and land on a combat support ship in
difficult weather conditions.

With high-energy lasers, the LAIRCM
(Large Aircraft Infrared Countermea-
sures) missile defence system disrupts
the seeker head of a missile to counter
it. The self-protection system LAIRCM
is being gradually integrated into the
aircraft of the BMVg flight service. A

test team from WTD 61, together with
flight service personnel, was responsible
for the necessary test and acceptance
flights to obtain approval. A launch of
the HARM successor missile AARGM
(Advanced Anti-Radar Guided Missile) is
planned for the Tornado weapon sys-
tem. This requires the completion of all
software cycles of the ASSTA 4.2 soft-
ware (Avionics System Software Torna-
do in Ada). The project to replace the
head-up display used in the Tornado has
entered the project phase. The new na-
tional software IMPACT 2.1 is being im-
plemented and tested in selected Euro-
fighters at WTD 61. In close cooperation
with the Air Force, a test firing with the
AMRAAM (Advanced Medium-Range
Air-to-Air Missile) and Meteor missiles
is planned.

In the field of unmanned systems, WTD
61 is well-positioned. The National Com-
petence Centre is a technical point of
contact and is involved in F&T activities
(Research and Technology). The Drone In-
novation Hub evaluates ideas from start-
ups, innovation actors, and companies
for military suitability and applicability to
enhance the Bundeswehr's operational
and performance capabilities by leverag-
ing new ideas and quickly implement-
ing them into products. Thus, WTD 61
makes a significant contribution today
and in the future to maintaining and
improving the operational readiness of
the Bundeswehr's flying weapon systems
within the European security network
and worldwide.

Bundeswehr Technical

Centre for Ships and Naval
Weapons, Maritime Technology
and Research (WTD 71)
Headquartered in Eckernférde, WTD 71
works in all areas of maritime defence
technology and research. It is spread
across nine locations with measuring and
testing sites throughout Schleswig-Hol-
stein and currently employs around 700
staff. In addition to its specialised infra-
structure for various research and testing
tasks, the centre operates the research
vessel Planet and other test boats, which
are currently being gradually replaced
by new units as part of modernisation
measures.

The specific infrastructure and sea opera-
tions of the centre are prerequisites for
fulfilling WTD 71's mission to equip the
Navy with powerful systems and devices.
The centre's core business rests on three
pillars: verification, technology investiga-
tions, and research tasks. The following
section will focus on the last pillar.
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Research vessel Planet in the Sognefjord deploying the towed body
FLAME II for acoustic self-noise investigations.

The applied maritime research at WTD 71
is conducted by approximately 26 scientists
and about the same number of support
personnel under a research programme
approved by BAAINBw, making WTD 71 a
departmental research institution.
Furthermore, WTD 71 is responsible for
two technology fields in the F&T Task Ar-
ea 40 ‘Sea-Based Platforms’ in the area of
extramural research. Studies and grants
are awarded to universities, institutes,
and the commercial sector in the tech-
nology fields 1 ‘Cross-Sectional Maritime
Technologies’ and 2 ‘Technologies for
Maritime Capability Carriers.’

The aim of the research is to build ana-
lytical and evaluation capabilities and
to identify technological trends regard-
ing future naval capabilities. A possible
transfer of research results to the Navy
is always considered, following the self-
imposed motto ‘From Research to Fleet.’
The following contributions to the ma-
jor projects ‘F126" and 'U212CD’ under-
score this.

The research results on 3D-ASW proce-
dures (capabilities for three-dimensional
anti-submarine warfare) have demon-
strated the potential of bi- and multi-
static arrangements of transmitters and
receivers during national and interna-
tional naval exercises in which WTD 71
participated with Germany's only active,
low-frequency towed sonar.

The algorithms developed at WTD 71
and procedures for deploying a subma-
rine or a second frigate with appropriate
sensors as a bi-static receiver are now
being implemented in the ASW module
of the F126 frigate and the sonar system
of U212CD. The same will be realised

in different forms on the U212A class
boats.

Example: Self-noise investigations
on acoustic antennas

Another example of application-oriented
research in the field of sonar is the inves-
tigation of flow-induced self-noise levels
of antennas. Any flow around an anten-
na leads to the formation of a turbulent
boundary layer, which represents a pres-
sure fluctuation but can also stimulate
the hull or the structure of the antenna to
disturbing vibrations. This self-noise level
generated by the flow inside the antenna
can mask the target signal and limit the
antenna's performance, i.e., the detection
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range. WTD 71 has developed methods to
measure this self-noise level and separate
it from underwater sound. These methods
have been used internationally, such as in
the EDA project ‘Evaluation of Thin Line
Array Technology’ (ETLAT), to gather ex-
tensive knowledge on different thicknesses
of linear towed arrays.

A particular challenge is the construction
of a low-self-noise planar side antenna,
as found on the U212 A 2nd batch subma-
rines. To minimise risk, extensive investi-
gations were conducted for the U212A
2nd batch, with part of the antenna
mounted on the towed body Flow Noise
Analysis and Measurement Equipment
(FLAME), and the self-noise level deter-
mined for different speeds. Using these
findings, an extremely powerful antenna
was developed.

For the German-Norwegian submarine
project ‘U212CD," even greater chal-
lenges are being faced in designing an
antenna with low self-noise levels. Due to
the size of the boat and its special stealth
shape, a completely different installation
situation arises. To avoid the risk of high
self-noise levels here as well, WTD 71
conducted corresponding investigations
with a much larger towed body FLAME
Il and the quiet research vessel Planet,
whose results help the project and ul-
timately the manufacturing company in
the field of key submarine technologies.

Bundeswehr Technical Centre

for Information Technology and
Electronics (WTD 81)

Based in Greding, WTD 81 is the com-
petence centre for information tech-
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nology and electronics in the field of
Bundeswehr equipment. Its core tasks
are project support and assistance, the
handling of technical tasks, and the man-
agement of research and technology ini-
tiatives. Core tasks also include project
management for navigation devices,
cross-sectional measuring and testing
equipment, and the IT security test centre
for the Bundeswehr.

WTD 81 possesses extensive technical
expertise in the areas of information ac-
quisition and processing, reconnaissance
technology, electromagnetic compatibili-
ty, electronic warfare, unmanned systems,
interoperability of command information
and weapon deployment systems, radar
and identification technology, communi-
cation, intelligent weapon systems, fire
control technology, modelling and simu-
lation, navigation, and IT security.

To fulfil its tasks, the centre has highly
qualified personnel, modern, high-qual-
ity technical equipment, and unique in-
frastructure.

The following section illustrates two on-
going projects as examples.

Multi-Domain Operations —
Command Capability in the Cloud
Multi-Domain Operations (MDO) is be-
coming a leading topic at WTD 81. At the
end of 2022, the project management for
the ‘European Defence Operational Col-
laboration Cloud’ (EDOCC) project of the
European Defence Fund was transferred
here. Currently, a cooperation with BWI
is emerging within the framework of the
pCloudBw project (private cloud of the
Bundeswehr).

NATO defines MDO as ‘the orchestration
of actions in all dimensions and domains,
synchronised with non-military measures
and directed towards a common goal
with the required speed.” Dimensions/
domains include the branches of the
armed forces, the operational domains of
land, sea, air/space, and cyber, the mobil-
ity areas of stationary (core), deployable
(fog), and mobile (edge), the partners
in coalition operations, and the security
areas from OPEN/UNCLASSIFIED to TOP
SECRET/NATO/EU SECRET.

The cloud is the technological solution
for agile IT service management and
provides the ecosystem for development
(Development) and operation (Opera-
tions) of IT services. The continuous inter-
action cycle of Development Operations
(DevOps) is the optimal way to effectively
and efficiently adapt IT support to opera-
tional requirements.

The term cloud encompasses three de-
ployment models: Infrastructure-as-
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a-Service, Platform-as-a-Service, and
Software-as-a-Service (laaS/PaaS/SaaS),
which are to be provisioned across core,
fog, and edge. Within the framework
of the BWI cooperation, a development
and test environment is also to be es-
tablished in Greding. Current challenges
include sizing Infrastructure-as-a-Service
for the edge, the interaction of distribut-
ed service providers and consumers over
unreliable, narrowband communication
means, and data management in an in-
frastructure/platform environment with
varying protection needs.

In the EDOCC project, the service accom-
panies the activities of a consortium (35
companies, ten nations) that aims to de-
velop a business blueprint for a European
cloud federation for military operations.
In a proof of concept, a harmonised so-
lution is to be demonstrated, consider-
ing as many national MDO initiatives and
established NATO standards as possible.
Current WTD 81 activities include profes-
sional contributions to the Bundeswehr
Planning Office's working group ‘Op-
erationalisation of Multi-Domain Opera-
tions," the project ‘Multinational Multi-
Domain Command & Control’ (M2C2)
of the Multinational Capability Devel-
opment Community (MCDC), and the
Cloud Task Force of BAAINBw, which
also involves work on the Bundeswehr's
cloud strategy.

MDO will continue to be the defining in-
teroperability topic in the future, within
which technical solutions for a variety of
issues will need to be realised, especially
for the implementation of a zero-trust ar-
chitecture using not just network-centric
but data-centric security. Ultimately, only
the cloud provides the ‘space’ for infor-
mation environments in which machine
learning and artificial intelligence can
fully exploit their potential in achieving
information and operational superiority.

Credit: WTD 81

Interoperability Test of

CSD Systems at the

JISR Test Centre

The exchange and management of da-
ta is becoming increasingly important.
Whether in operations, exercises, or
daily operations, extensive and above all
structured data sets are indispensable.
To work in a multilateral environment,
it is necessary for there to be interoper-
ability between the database systems of
the individual participants. In the field
of reconnaissance technology, this par-
ticularly concerns the Joint Intelligence
Surveillance and Reconnaissance Cycle
(JISR process). This is one of the driv-
ers for the development of the Coali-
tion Shared Data (CSD) concept and its
technical implementation. The standard
essentially consists of three parts. One
part is for static products such as re-
ports, aerial images, or video clips. An-
other part deals with the provision and
reception of video, Link 16, and data
streams of the Ground Moving Target
Indication (GMTI). The third part creates
the software framework for implement-
ing the workflow, which consists of the
individual steps of the JISR process. WTD
81 serves as the custodian of the Stan-
dardization Agreement 4559 (STANAG),
which is responsible for the further de-
velopment, maintenance, and review of
the standard. Additionally, it reports to
the higher bodies within NATO.

To facilitate the achievement of interop-
erability between the CSD systems of
different nations and manufacturers,
WTD 81 operates the so-called JISR Test
Centre. Interested system manufactur-
ers/nations from the NATO environment
can apply for a connection to the test
network via a Virtual Private Network
(VPN). Once the connection is estab-
lished, a series of automated tests is car-
ried out, and a test report is generated.
The compilation of the test cases con-
ducted in close coordination with the
developer teams of the systems to be
tested. This usually results in an iterative
process where the systems are tested,
adjusted based on the test report, and
retested until a satisfactory level of in-
teroperability is achieved. Furthermore,
it is possible to participate in interna-
tional exercises with a mobile version of
the test centre.

To keep up with the further development
of STANAG 4559, the JISR Test Centre
is continuously being expanded. By lo-
cating the custodian of the STANAG and
the test centre in the same organisational
unit, WTD 81 is well prepared for future
challenges.



Bundeswehr Technical
Centre for Weapons and
Ammunition (WTD 91)

The Bundeswehr Technical Centre for
Weapons and Ammunition (WTD 91) is
the Bundeswehr's competence centre for
weapons and ammunition, protection of
mobile platforms, and reconnaissance. It
plays an outstanding role as a compe-
tence centre for weapons and ammuni-
tion worldwide. It is responsible or has an
advisory role in all phases of the develop-
ment, procurement, and use of defence
materiel and activities in the field of re-
search and technology (F&T). The core
tasks include project support, integrated
verification, technical advice, operational
analysis, and F&T.

Meppen in Lower Saxony, near the Dutch
border, is home to WTD 91. Its area of
almost 200 km?2 stretches over 32 km in
length and up to 7 km in width. On this
area, WTD 91 has more than 500 build-
ings for all types of testing and laboratory
investigations. This makes it the largest
fully instrumented firing range in Central
Europe. Weapon systems with a range of
up to 28 km can be tested here. The site
of today's WTD 91 was first put into oper-
ation in 1877 as the 'Krupp Firing Range’
by the industrial magnate Friedrich Krupp
for testing army and naval guns. After
temporary use by the Allies and the civil-
ian population, the Bundeswehr finally
took over the site in 1957.

WTD 91 employs around 800 people to
cover operations and its extensive range
of tasks. This includes approximately 250
scientists, engineers, and technicians.
Within the networked approach of the
technical and scientific centres, WTD 91
is the technical partner for the overarch-
ing topics of effectiveness, protection,
and reconnaissance. It leads the follow-
ing areas: qualification and testing of
protection, weapons and ammunition,
optronics, simulation methodology, op-
erational analysis (ETAV), laser technol-
ogy, and counter-unmanned aerial sys-
tems (C-UAS).

In the wake of the Zeitenwende (turning
point), WTD 91 has already taken numer-
ous steps to address the time factor, in
particular.

Starting from the analysis phase and
ending in the usage phase with decom-
missioning and recycling, the centre sup-
ports and assists project management in
all phases of the procurement process.
This includes planning, coordination, and
evaluation of integrated verification, as
well as creating technical parts of per-
formance descriptions and the creation

and maintenance of technical delivery
conditions. Additionally, WTD 91 sup-
ports purchase solutions by evaluating
the fulfilment of requirements and the
opportunities and risks of purchase solu-
tions. It also assesses whether systems
are truly ready for procurement or what
measures need to be implemented.

In integrated verification, which is often
referred to as testing, military technical
systems and components are examined
to determine if they meet the specified
requirements of the future users. Experts
at WTD 91 thoroughly test potential
Bundeswehr materiel. No ammunition,
rifle, or tank is introduced to the troops
unless it can be safely used by the sol-
diers. WTD 91 has already taken several
measures to accelerate qualification.

As part of technical and scientific advice,
WTD 91 conducts market analyses, re-
views military technical systems, and as-
sesses the general suitability of systems,
technology, and techniques for specific
tasks. Due to foreign deployments and
current crisis situations, WTD 91 also
conducts operational analyses to signifi-
cantly support the Lessons Identified/Les-
sons Learned process. WTD 91, in coop-
eration with other technical and scientific
centres, has the only national capacity in
Germany for evaluating incidents from
deployments. In addition to incidents,
findings, plans, and concepts are evalu-
ated to derive technical, tactical, and
organisational recommendations. Threat
analyses are also conducted. Current
wars and crises are gaining increasing
importance in operational analysis com-
pared to previous foreign deployments.
The R&T tasks include the responsible
realisation within the framework of de-

Ship filter testing.
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partmental research and the coordina-
tion and management of R&T projects.
In addition, the WTD supervises 91 sci-
entific institutes. Due to developments in
recent years, the department has created
additional specialised focal points. Thus,
topics such as loitering ammunition, hy-
personic weapons and defence against
drones have returned to the focus.

The development of the Wehrtechnische
Dienststelle 91's framework has seen a
shift in priorities, necessitating the im-
plementation of new and optimised pro-
cesses.

Bundeswehr Scientific
Institute for Protective
Technologies -

NBC Protection (WIS)

As a departmental research institution,
WIS is dedicated to protecting soldiers
from the effects of nuclear, biological,
and chemical (NBC) weapons of mass
destruction. Other focal points include
fire protection technology, protection
against strong electromagnetic fields,
and mobile water supply and disposal.
For this purpose, the institute develops
the necessary technical and scientific
foundations and contributes to meeting
the equipment needs for NBC and fire
protection. As a service provider for poli-
tics and society, WIS ensures the ability to
assess NBC weapons.

Protecting soldiers from NBC threats
through optimal equipment is crucial
given the Bundeswehr's military deploy-
ments globally. The current security en-
vironment requires a consistent focus of
the Bundeswehr on national and Alliance
defence within the overall state context.
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Its contribution to comprehensive de-
fence is a prerequisite for the federal gov-
ernment's ability to act and thus for the
comprehensive protection of the popula-
tion in crises, wars, and against hybrid
threats. Deterrence capability, combat
readiness, and effectiveness in operations
are the demands for a future-proof, fully
equipped, and permanently operational
and combat-ready Bundeswehr. With
its expertise and capabilities, WIS makes
valuable cross-departmental contribu-
tions. As a designated testing laboratory
of the Organisation for the Prohibition of
Chemical Weapons, WIS also contributes
its technical expertise to monitoring the
Chemical Weapons Convention.
Research and development on topics
such as the rapid and safe identification
of agents in the context of ordnance dis-
posal, the examination and evaluation
of unknown substances using chemical-
analytical methods, decontamination,
drinking water purification, and the
handling of contaminated wastewater
are essential for ensuring the health and
operational capability of troops moving
in war zones and preparing for the use of
unconventional weapons. In addition to
classical protection against the effects of
nuclear weapons, the detection of high-
power electromagnetics (HPEM), which
can disrupt or even damage Bundeswehr
electronic systems, and the development
of appropriate protective measures are
current research tasks of WIS.
Currently, the specific questions ad-
dressed by approximately 200 predomi-
nantly scientifically qualified employees
are divided into six research areas:
|. Detection of NBC warfare and hazard-
ous substances
ll. Decontamination of NBC warfare and
hazardous substances
Il. Protection against the effects of nu-
clear weapons and electromagnetic
effects
IV. Protection against NBC warfare and
hazardous substances
V. Military fire protection technology
VI. Mobile water supply and disposal
Identifying specific research topics oc
curs in a strategic planning process that
implements the Bundeswehr's planning
requirements within the framework of a
departmental research institute. WIS re-
lies on a network of diverse international
cooperation partners when conducting
its own research.
WIS is accredited as a testing laboratory
according to ISO 17025 and is involved in
testing as part of integrated verification
during the procurement of defence ma-
teriel. This includes various laboratories,

56 I European Security & Defence - 8/2024

Credit: Bundeswehr/Kopa

i

- 1 ]
S
€ 5 _J:*__

I s ) g ’

==—Ta

31l

i L)

Field test for the evaluation of passive cooling technologies:

The containers with the cooling technologies (centre, bluish in colour)
show significantly lower surface temperatures compared to the two
reference containers on the right side.

technical facilities, and large-scale test
facilities that can realistically simulate the
full range of NBC threats to equipment
and systems in experiments.

All platforms such as aircraft, ships and
land vehicles of the Bundeswehr undergo
the necessary tests in the areas of fire
protection technology, EMP protection,
decontamination capability and protec-
tive ventilation systems. The WIS is there-
fore an indispensable and competent
partner in the process of introducing new
platforms into the Bundeswehr.

In addition, it already fulfils project man-
agement tasks in the areas of fire pro-
tection technology and NBC laboratory
equipment.

‘Researching — Testing — Advising — For
the safety of our soldiers’ — true to this
statement, the WIS makes its contri-
bution to future-orientated, practical
equipment for the Bundeswehr with a
wide range of key tasks. By providing
science-based services from a single
source, the Wehrwissenschaftliches In-
stitut makes an important contribution
to NBC protection through findings
from research, modern technical capa-
bilities and a coordinated range of ser-
vices for various stakeholders.

Bundeswehr Scientific
Institute for Materials and
Operating Substances
(WIweB)

Research and Service for our soldiers
The Bundeswehr Scientific Institute for
Materials and Operating Substances (WI-

WeB) in Erding is the Bundeswehr's com-
petence centre for safety, technology,
and chemistry of materials and operating
substances. Additionally, WIWeB deals
with clothing and personal equipment
for soldiers and issues of occupational
and environmental protection. It devel-
ops technological and scientific founda-
tions for the safety and reliability of de-
fence materiel.

WIWeB observes technological trends
and the potential use of new technolo-
gies for the Bundeswehr and maintains
short-term accessible scientific expertise
as a departmental research institute. The
institute evaluates the properties of ma-
terials and operating substances in the
system context, works in an interdisci-
plinary manner, and is well-networked
with all parts of the Bundeswehr, the re-
search landscape, the defence industry,
and international partners.

The goal is always to provide the best
possible, safe, and reliable products for
use. The tasks are of great importance
to the Bundeswehr, as materials are the
basis of all weapon systems and the
starting point for innovations, operat-
ing substances ensure mobility and are
subject to significant changes as part of
the energy transition, and clothing and
personal equipment offer functionality,
protection, and safety.

The WIWeB includes the Bundeswehr's
3D printing centre, the Bundeswehr's
welding and adhesive technology centre,
the Bundeswehr's hazardous materials
measurement station South, and the Sol-
dier System Innovation Laboratory.



The accommodation boat Knurrhahn in the dry dock of the Naval Arsenal in

Rostock.

Current affairs

In the course of the energy transition, a
restructuring of energy supply is neces-
sary. In addition to alternative possibilities
for energy generation, opportunities for
energy savings must also be considered.
High energy expenditure for cooling is
necessary, among other things, in hot
operational areas or in rooms with tem-
perature-sensitive equipment. The use
of cooling coating systems can minimise
heat input from the outset. One principle
that can be used is passive radiative cool-
ing. At WIWeB, such coatings have been
investigated on a laboratory scale as well
as directly on containers. The focus was
on the achievable cooling performance,
especially in comparison with other pas-
sive cooling technologies and shading. A
cooling coating system, consisting of a
porous polymer layer, stood out in partic-
ular. Here, the surface temperature of the
containers could be lowered below the
ambient temperature in direct sunlight. In
ongoing investigations, the various coat-
ings are now being examined in terms of
aging, cleaning, and colour adaptation
to create capability-based requirement
profiles.

Marine Arsenal (MArs)

The new location of the

Marine Arsenal in Rostock —

Quo vadis, Warnowwerft?

Since its foundation in 1957, the Marine
Arsenal (MArs) has been responsible
for continuously maintaining all units
of the German Navy around the globe,
conducting scheduled and unscheduled
maintenance, and performing necessary

immediate repairs with its own person-
nel. As a reliable partner, it ensures the
materiel operational readiness of the
fleet in cooperation with partners within
and outside the Bundeswehr.

Until mid-2022, it became increasingly
difficult for MArs to meet this high de-
mand given the resources available at the
time. The speed of the urgently needed
infrastructural upgrade of the Wilhelm-
shaven and Kiel locations and the largely
frozen situation with personnel develop-
ment, which had dropped to a historic
minimum following the 2011 stationing
decision, were no longer proportional to
the increasing workload.

Looking ahead to the future rearmament
planning of the German Navy, which en-
visages the provision of 50 units in the
surface area alone as part of its Alliance
commitments and national ambitions by
2032, it became clear that a turnaround
in this development was required.

This turnaround began in 2022 with the
decision by the then Federal Minister of
Defence to acquire the mobile and immo-
bile assets of the insolvent MV Werften
at the Rostock location and establish an-
other Marine Arsenal site on the Baltic
Sea. This decision was accompanied by
the determination to increase the num-
ber of posts at MArs by 482.

By 1 August 2022, the day the new
MArs Warnowwerft location began op-
erations, the materiel, infrastructural, and
personnel prerequisites were in place to
carry out the necessary repair and main-
tenance work on floating units in the
future. This should substantially improve
the operational availability of the German
Navy's seagoing units.
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With the help of numerous stakeholders
across the entire defence department,
MArs has succeeded in fulfilling all plan-
ning requirements for establishing the
site, as outlined in a transition concept,
since the start of operations.

The pilot project of self-maintenance
of the accommodation boat Knur-
rhahn demonstrated the successful
establishment of the underlying main-
tenance processes at the site. The self-
performance shares contributed by the
shipyard personnel of Warnowwerft
were implemented on time and within
budget.

Although the determination of the to-
tal costs of this maintenance is not yet
fully completed, the already determined
personnel costs for productive person-
nel and materiel procurement costs show
that this maintenance project could be
completed well below the cost ceiling of
ten million euros. This cost ceiling rep-
resented a benchmark that quantified
maintenance costs based on compara-
tive values if the services were awarded
to industry.

In addition to completing the pilot proj-
ect Knurrhahn, the Rostock Arsenal staff
successfully carried out the unscheduled
repair of the fleet service boat Alster,
which is also an example of their remark-
able technical performance, more than
70 immediate repairs, and the repair of
three Royal Navy patrol boats as part of
Host Nation Support. The list of measures
completed so far can be supplemented
by contributions to the repair of the task
force supplier Frankfurt am Main, where
the new MArs location in Rostock pro-
vided personnel support in the areas of
freshwater fittings and the gyrocompass
system, and the integration of the Verti-
cal Launch System on the frigate F124
Sachsen.

The start of the training programme in
the two apprenticeships for industrial
mechanics and plant mechanics, which
began on schedule in September 2023,
and the area-wide rollout of SASPF, were
also successful. Thanks to the support of
the Digitalisation Staff at BAAINBw, the
new arsenal location was able to not only
provide full functionality of the SASPF
system in exemplary time but also adapt
it to the specific business processes of
the location.

As a result, it is clear that the decision to
strengthen the naval arsenal was consis-
tent and correct.

Now, it is important to consolidate the
previous successful path with smart stra-
tegic decisions and further develop it in
line with the mission. |
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German Liaison Office for the Armaments Sector USA/Canada

he German Liaison Office for the
Armaments Sector USA/Canada (Dt-
VStRU USA/CAN) is a subordinate
agency of the Federal Office of Bundeswehr
Equipment, Information Technology and
In-Service Support (BAAINBw), located in
Reston, Virginia, USA.
The agency represents the defence tech-
nology and armaments industry interests
of BAAINBw to the armed forces and
agencies of the United States of America
and Canada, as well as to their respective
industries. The transatlantic cooperation
covers a wide spectrum of armaments-
relevant technologies and various weap-
on systems from the land, air and sea
domains.
The DtVStRU USA/CAN currently has 51
posts:
e 29 for engineers and scientists
e 11 for non-technical administrative of-
ficers
e 7 for military officers
e 4 for locally employed staff
More than half of the posts are located in
the following project offices and liaison
offices at US Army and US Air Force sites:

¢ Rolling Airframe Missile Project Office
(RAMPO) in Arlington, VA

e NATO Seasparrow Project Office (NS-
PO) in Arlington, VA

e F-35 Lightning Il Joint Program Office
(F35 JPO) in Arlington, VA

e German Patriot Office (GEPO) in
Huntsville, AL

e Multifunctional Information Distribu-
tion System International Program Of-
fice (MIDS IPO) in San Diego, CA

e NATO Improved Link 11 Project Man-
agement Office (NILE PMO) in San
Diego, CA

For personnel from the Equipment, Infor-

mation Technology, and In-Service Sup-

port (AIN) organisational area deployed

in several programme offices across the

North American continent, the DtVStR{

USA/CAN acts as the home agency for

general service issues.

However, the German positions on the

projects are determined solely by the re-

sponsible project management teams in

Germany in technical terms. The agency

has no independent role or decision-

making authority in this regard.

The aim of the work is to strengthen na-
tional military and industrial capabilities
and to promote the development of com-
mon standards and interoperable solu-
tions for mission-oriented equipment for
the armed forces.

The liaison office is the point of contact
forinitiating and coordinating armaments
cooperation with the USA and Canada in
the field of research and technology, as
well as joint development and procure-
ment programmes up to the utilisation of
the procured armaments. It contributes
to maintaining and further developing
the capabilities of the national defence
technology industry.

Other key areas of work include the
procurement and repair of US and Ca-
nadian armaments for the Bundeswehr,
the management of personnel exchange
programmes for defence engineers and
scientists (Engineers and Scientists Ex-
change Program, ESEP) and administra-
tive personnel (Administrative and Pro-
fessional Personnel Exchange Program,
APEP) of both nations, as well as repre-
senting German interests in international

Liaison offices

Project offices

San Diega, CA

Multifunctional
Information
Distribution System
International
Program Office
- MIDS 1P -

HATO
Improved Link 11
International
Program Office
= NiLE IPC -

e

Las Vegas, NV

Dufense Inteligence
Agency Missile and
Space Intelligence
Center
= DHA MSIC -

Dayton, OH

HQ Air Force Materiel Command /
Air Force Research Laboratory
- HQ AFMC/AFRL -

Aberdeen, MD

- CCDC -

Command
- ATEC -

Orfando, FL

Huntswille, AL

Garman Patrior Office
= GEPG -

- FEQ 5TRI=

U5 Army Combat Capabilities
Development Command

U.5 Army Test and Evaluation

Program Executive Office
Simulation, Training and
Instrumentation

™
Ficatinny Arsenal, NJ
U.5. Army Combai Capabilities
Development Command -
Armaments Center
- CCDC-AC -

Arlington, WA

Rolling Airframe
Missile Program Office
- RAMPO -
NATO Seasparrow
Missile
Program Office
- NSPQ -

\

S/
Reston, WA \
Head Guarters

Liaison Officers to:
Mizsile Defanse Agency
- MDA -
Army Research Laboratory
- CCOC-ARL -

Havy Research Laboratory
= NRL -
Corrosion Policy and
Oversight Dfice
<P -

Night Vision Electronic
Sensors Directorate
= NVESD -

Kawval Air Systams Command

= NAVAIR -

Naval Sea Systems Command
- NAVEEA -

Locations of the German Liaison Office for Armaments USA/Canada and its branch offices.
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FMS (Foreign Military Sales) working
groups.

The agency also takes on tasks in the field
of official quality assurance for products
ordered in the USA and Canada. For this
purpose, there is close cooperation with
US and Canadian quality control services.

Current affairs

Personnel exchange programmes
The established exchange programmes
with the USA and Canada have main-
tained their proven format. The pro-
gramme for defence scientists and en-
gineers with Canada has now been in
existence for 40 years, and the one with
the USA for 60 years. At the respective
anniversary celebrations in Ottawa and
Washington D.C., high-ranking represen-
tatives from both sides emphasised the
great importance of these measures for
empowering participants and fostering
cooperation between the countries.

In addition to the long-standing pro-
grammes supported by DtVStRU person-
nel, such as the Multifunctional Informa-

tion Distribution System (MIDS), NATO
Improved Link 11 (NILE), Rolling Airframe
Missile (RAM), NATO Seasparrow Missile
(NSM/ESSM) and Patriot, further FMS
procurement projects have been added.
A new project office with two posts has
been established in Arlington, VA for the
procurement of the F-35A Lightning I
fighter jet. The agency also supports the
procurement of the P-8A Orion and the
CH-47 Chinook.

Official quality assurance

In addition to the regular procurement
of spare parts for all technical systems
of the Bundeswehr, the procurement of
new corvettes continues to determine
the day-to-day business of official qual-
ity assurance. Both the Integrated Moni-
toring and Control System (IMCS) ship
automation system and the RAM close-
range defence system are sourced from
the North American continent.

Data exchange agreements

Agreements that regulate the legal frame-
work are needed, particularly for the ex-

We set standard with FroNnE7
now watch what we do with
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change of information and data, for ex-
ample from the field of defence research
and technology, as well as for planning
and implementing joint projects in this
area. The German Liaison Office provides
onsite support for the preparation and ne-
gotiation, conclusion and continuation or
amendment of the necessary agreements
with the USA and Canada.

Technology monitoring

Technical events on the North Ameri-
can continent are again taking place in
person with significantly increased at-
tendance. Experts use these opportuni-
ties to discuss the military and techno-
logical challenges arising from current
global political conditions. Outstanding
topics include digitalisation, artificial
intelligence, autonomy, drones, hyper-
sonic technology, space, model-based
approaches using open standards in ca-
pability planning, system development,
production and use, interoperability and
interchangeability. The ability to cooper-
ate with partners and allies at all levels is
becoming increasingly important. |
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ATLAS Naval Mine Countermeasures
Experience Shapes the Future

Maritime Power Projection demands rapid and effective deployment of naval forces on shore. The presence of
sea mines can greatly impede the deployment of such units. Modern naval forces must therefore be able to
respond flexibly and sustainably to this threat.

Flexibility is achieved in particular by the mixed use of manned and unmanned craft such as the AUV
(autonomous underwater vehicle) or the USV (unmanned surface vehicle). The unmanned systems can be
used both from dedicated platforms as a useful supplement and from modular capability carriers. In this way,
they unfold their advantages in terms of efficiency and additionally reduce the risk for humans to a minimum.
With comprehensive package solutions for the detection, classification, identification and disposal of all
types of mines, naval forces can thus be equipped with a modern and effective mine warfare system.

For years, ATLAS ELEKTRONIK has set the international standard in this field - it is the one of the few
companies in the world that is able to develop and manufacture all of these capabilities independently.

www.atlas-elektronik.com

... a sound decision 1 ATLAS ELEKTRONIK



	front
	alles
	back

